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OIIPEJEJIEHUA

B HacTosi11ieM JOKYMEHTE MCIIONb3YIOTCS CIAEAYIOUINE TEPMUHBI U UX ONPEACICHHUS.

ABTOMAaTH3MPOBAaHHASl CHCTEMAa — CHCTEMa, COCTOsIIas M3 MEepcoHala U KOMILUIEKca
CPEACTB aBTOMATH3AILIMHU €T0 JIEATEIbHOCTH, PEATHU3YIOMAs HHPOPMAIIHOHHYIO TEXHOJIOTHIO BBITIOJ-
HEHUS YCTAaHOBJIEHHBIX (QYHKIUI.

AyTeHTH(QUKALUS OTHPABUTEJSA JAHHBIX — MOATBEP)KICHUE TOrO, YTO OTIPABUTEID I1O-
JTY4YEHHBIX JTaHHBIX COOTBETCTBYET 3as1BJICHHOMY.

Be3onacHocTh MepCOHATBHBIX JaHHBIX — COCTOSIHUE 3aLUIIEHHOCTH [IEPCOHAIBHBIX JaH-
HBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO MOJIb30BATENICH, TEXHUYECKUX CPEJICTB U MH(OPMAIIMOHHBIX
TEXHOJIOTUHA 00ecreunTh KOHPUIEHIUAIBHOCTb, LIEJIOCTHOCTh U JOCTYIHOCTh NEPCOHATIBHBIX JIaH-
HBIX IIpU UX 00paboTKe B MH(YOPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX JaHHBIX.

Buomerpnueckne nepcoHaJbHble JaHHbIE — CBEICHUS, KOTOPbIE XapaKTEpU3yIOT (PpU3n0-
JIOTMYEeCKUe OCOOEHHOCTH 4YellOBeKa M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTbH €r0 JIMYHOCTH,
BKIItoUasi pororpaduu, OTIIEYATKH MAIbIEB, 00pa3 CEeTYaTKH I1a3a, OCOOCHHOCTH CTPOCHHS Teia U
JIPYTYIO I0JI00HYI0 HH(POPMAITHIO.

BioknpoBanne nmepcoHaJbHBIX JAHHBIX — BPEMEHHOE NIpEeKpalieHue coopa, cucTeMaTH-
3alliy, HaKOIJICHHs, UCIIOJIb30BAHMS, PACIIPOCTPAHEHMs], IEPCOHAJIBHBIX TaHHBIX, B TOM YHUCIIE UX
nepenayu.

Bupyc (KOMIbIOTEpPHBIH, IPOrPAMMHBIN) — HUCIOJHSAEMBIA MIPOrPaMMHBIN KOJA WU HH-
TEPIPETUPYEMbIII HAOOpP MHCTPYKIUI, 001a1at01Mii CBONCTBAMH HECAHKIIMOHUPOBAHHOTO PacIpo-
CTpaHEeHHusl U camoBocnpousBeneHus. Co3qaHHble AyOJIMKaThl KOMIBIOTEPHOI'O BUpyca HE BCerna
COBIMAJIalOT C OPUTMHAJIOM, HO COXPAHSIOT CIIOCOOHOCTh K JaJbHEHIIEMY paclpOCTpPaHEHUIO U ca-
MOBOCIIPOU3BEICHUIO.

BpenonocHasi mporpamma — nporpaMma, rnpeHa3HaueHHas JJIsl OCYUIECTBJICHHUS HECaHK-
LIMOHUPOBAHHOTO JIOCTYMA M (WJIM) BO3JEHCTBUS Ha MEPCOHATIbHbBIE JaHHBIE UM pecypchl HHpOpMa-
LIMOHHOMN CUCTEMBI IEPCOHATBHBIX TAHHBIX.

BcnomorareabHble TEXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE CPEJICTBA U CUCTE-
MBI, HE Mpe/lHa3HaueHHbIe JJIs Tepeaadn, oOpaboTKU U XpaHEHUs ePCOHAIbHBIX JaHHbBIX, YCTaHaB-
JMBaeMble COBMECTHO C TEXHMYECKHMHU CPEICTBAMHU M CUCTEMaMHu, MpeJHa3HaueHHBIMH I 00pa-
0O0TKM MEePCOHANIBHBIX JAHHBIX WM B TIOMEIIEHUSX, B KOTOPBIX YCTAaHOBIIEHbI MH(OPMAIMOHHbIE CHCTE-
MBI [IEPCOHAIIBHBIX IaHHBIX.

JocTtyn B omepanMoHHYI cpeAdy KoMNbloTepa (MH(OPMALMOHHON CHCTEMBbI IepCo-
HAJIbHBIX JaHHBIX) — MOJy4eHHE BO3MOKHOCTH 3aITyCKa Ha BBINOJHEHHE IITATHBIX KOMaH/, (PYHKIIUH,
TIPOLIETYp ONEPALMOHHON CUCTEMBI (YHMUTOXKEHHs], KOIMPOBAHHUS, NEPEMEIIEHUS U T.IL.), UCHIOIHAEMBIX
(haiiyIOB MPUKIIQHBIX IIPOTPAMM.

JocTyn kK HH(pOpManMu — BO3MOKHOCTb MOTy4€HHUsI HTHPOPMALIMH U €€ UCTI0JIb30BaHUS.

3aky1a104HOe YCTPOICTBO — JIEMEHT CPeZICTBA CheMa MH(OPMAIMH, CKPBITHO BHENPSIEMBIH (3a-
KJI/TbIBACMBIi MIIM BHOCUMBI) B MECTa BO3MOYKHOTO CheMa HH(GOPMAIHH (B TOM YHKCIIE B OTPaXKICHNE, KOH-
CTPYKIIMIO, 000pYZIOBaHKE, MPEIMEThI HHTEPhEPA, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B TEXHHMUYECKUE CPE-
CTBa M CUCTEMBI 00paObOTKH HHPOPMAIIHH ).

3ammuaemass uHGopManus — UHPOPMALS, SBISIOMIAICS TPEIMETOM COOCTBEHHOCTH M TOJI-
JeXallas 3al|Te B COOTBETCTBUM C TPEOOBAHMSAMHU IIPABOBBIX JIOKYMEHTOB WM TPEOOBAaHHMAMH, YCTaHABIIU-
BACMBIMU COOCTBEHHIKOM MH(OPMALIUH.

NnenTndukanus — npucBoeHHe CyObeKTaM M OOBEKTaM JIOCTyNa HJeHTU(uKaTopa u (Wim)
CpaBHEHHE MPEbABIISIEMOr0 NICHTU(UKATOPA C IIEPEUHEM ITPUCBOECHHBIX HAEHTU()UKATOPOB.

NndopMaTUBHBIN CHIHAJ — JJIEKTPUYECKUE CHUIHAJIBL, AKYCTUYECKUE, IEKTPOMATHUTHBIE U
Jpyrve (pu3M4ecKye mosis, Mo MapaMeTpamM KOTOPbIX MOJKET OBbITh PACKpbITa KOH(UIEHIIMATbHAs HH(OopMa-
1151 (TIepCOHAJIbHBIE JaHHbIE) 00pabaThiBacMasi B MH(POPMALIMOHHON CHCTEME IEPCOHAIBHBIX TaHHBIX.

Nudopmanuonnas cucrema mnepcoHaJbHbIX JaHHbIX (MCIIJAH) — unopmarronHas
cUcTeMa, IpeACTaBIAIomas co00i COBOKYMHOCTh NMEPCOHAIBHBIX JAHHBIX, COJAepXaluxcs B 0aze
JAHHBIX, & TaKXKe MH()OPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHUX CPEACTB, MO3BOJISIOIINX OCYIIe-
CTBJISATh 00Pa0OTKY TaKUX MMEPCOHATBHBIX JTAHHBIX C UCIOJIb30BAHUEM CPEJICTB aBTOMATHU3ALIUHU HITU
0€e3 UCTI0JIB30BaHUs TAKUX CPEJICTB.
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HNudpopmaniuoHHble TEXHOJOTHHU — TIPOIIECCH], METO/BI TIOMCKA, COOpa, XpaHeHwsl, 00padOTKH,
MPEIOCTABIICHHMS, PACTIPOCTPAHEHHST MH(POPMAIIK U CITIOCOOBI OCYIIIECTBICHUS! TAKMX MPOIECCOB U Me-
TOJIOB.

Hcnosb30BaHne NepcoOHATbHBIX JAHHBIX — JICUCTBUS (ONepaIin) ¢ MepPCOHAIbHBIMH JIaH-
HBIMHU, COBEpPILIAEMbIEC OTIEPATOPOM B LIEJSAX MPUHATHUS PEIICHUN UM COBEPILIEHUS UHBIX 1eHCTBUH,
MOPOKAAIONINX IOPUANYECKUE TTOCIEACTBUS B OTHOIICHUH CyOBEKTa MEePCOHATBHBIX JAHHBIX WIN
OpYTuX Jull JTuO0 MHBIM 00pa3oM 3aTparuBarolIUX MpaBa U CBOOOABI CyOBEKTa MEPCOHAIBHBIX
JAHHBIX WU APYTUX JIHIIL.

HcTouHuk yrpo3nl 6e30macHOCTH HHGpOPMANMH — CYOBEKT JIOCTYIA, MATCPHATBHBINA OOBEKT
WM (PU3UYECKOE SIBJICHHE, SIBILTIOIINECS PUYUHON BOSHUKHOBEHHS YTPO3bI 0€301MacHOCTH H(OPMAIIHH.

KonTposmpyemas 30Ha — POCTPAHCTBO (TEPPUTOPHUS, 3MAHKE, YACTh 3aHMUS, TIOMEIIICHHUE), B KO-
TOPOM HCKITFOUYEHO HEKOHTPOIMPYeMOoe TPeOBbIBaHME TTOCTOPOHHHUX JIUII, @ TAKOKe TPAHCHIOPTHBIX, TEXHUYE-
CKHX ¥ MHBIX MaTepPUAIIbHBIX CPE/ICTB.

KonpuaeHunajibsHOCTh NePCOHATBHBIX JaAHHBIX — 00s3aTeNBHOE TSl COOJFOJICHUS OTepaTo-
POM WJIM MHBIM TIOJTYYUBIIIMM JIOCTYI K IEPCOHAIBHBIM JTAHHBIM JIMIIOM TpeOOBaHUE HE JIOIyCKATh UX pac-
IpOCTpaHeHHe Oe3 COrIacksi CyObEeKTa MEPCOHATBHBIX JJAHHBIX WM HAJIMYHS! MHOTO 3aKOHHOTO OCHOBAHHSL.

Me:xceTeBOi IKpaH — JOKATbHOE (OJHOKOMIIOHEHTHOE) MITH (PYHKIMOHATBHO-pacIpeielieHHOE
MporpaMMHOE (TIPOrpaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), PEATH3YIOIIee KOHTPOIb 32 MHGOpMAIIHEH,
MOCTYHAOIIEH B MH(OPMALIMOHHYIO CUCTEMY IEPCOHATIBHBIX JJAHHBIX U (WJIM) BBIXOAAILEH 13 nH(popMaru-
OHHOW CHCTEMBI.

Hapymmresib 0e30acHOCTH NMEPCOHAIBbHBIX AAHHBIX — (U3MYECKOE JIMIIO, CIy4aiHO WK
TIpETHAMEPEHHO COBEPIIAOIIIEE JICHCTBHS, CIIE/ICTBIEM KOTOPBIX SIBJIIETCS HApyIIIEHHe Oe30MacHOCTH TIepco-
HAIBHBIX JIAHHBIX IPU MX 00paboTKe TEXHUYECKMMM CpeJCTBaMH B MH(OPMALMOHHBIX CHCTEMax Iepco-
HAJIBHBIX JTAHHBIX.

HeaBromMaTn3upoBaHHasi 00padoTKa MepPCOHATBHBIX AAHHBIX — 00paboTKa MEepCOHAb-
HBIX JIaHHBIX, COACPIKAIINXCS B MH(OPMAIIMOHHON CHCTEME MEPCOHAJIBHBIX TaHHBIX JHOO H3BIIE-
YEHHBIX U3 TaKOW CHCTEMBI, CUNTAETCS OCYIIECTBIEHHON 0€3 MCIOIb30BaHUsS CPEJCTB aBTOMATH3a-
UK (HEaBTOMAaTU3UPOBAHHOM), €CITH TaKUe JEHCTBUS C TIEPCOHAIBHBIMU TAHHBIMH, KaK HCIOIB30-
BaHUE, YTOUHEHHUE, PaclpoOCTpaHEHHE, YHUUTOKEHUE EPCOHAIBHBIX IAHHBIX B OTHOIIEHUH KaXK]0-
ro U3 CyOBEKTOB MEPCOHAIBHBIX JAaHHBIX, OCYIIECTBISIOTCS NPU HETIOCPEICTBEHHOM YYacTHU Ye-
JOBeKa.

HenexapupoBanHble BO3MOKHOCTH — (YHKIIHOHAJGHBIE BO3MOXKHOCTH CPEIICTB BBIYMCITH-
TEJIbHOW TEXHHUKH, HE OTMCAHHBIC WM HE COOTBETCTBYIOIME OIMMCAHHBIM B JIOKYMEHTAIIUH, IPU UCHIONB30-
BaHHMM KOTOPBIX BO3MOYKHO HapyIIIeHUE KOHPUACHIMATEHOCTH, JOCTYITHOCTH WITH 1IEJIOCTHOCTH 00padaThI-
BaeMoii nHpopMaIum.

HecaHKIIMOHUPOBAHHBINA J0CTYN (HECAHKIIMOHUPOBAHHBbIE AEMCTBUA) — JIOCTYN K MH-
(opmarmu win IeHCTBUS ¢ MHPOpPMALIUEH, HapyIIatoIMe MpaBuiia pasrpaHYeHus JOCTYyIIa C UCTIONIb30Ba-
HHEM IITaTHBIX CPEJICTB, PEIOCTABISIEMBIX UH()OPMAIIMOHHBIMU CUCTEMAaMH MEPCOHATIBHBIX TAHHBIX.

Hocutesns nnpopmanmm — $uznueckoe MO0 WK MaTepuaIbHbI OOBEKT, B TOM YHCie (r3Hye-
CKOg T10J1e, B KOTOPOM MH(OpMAIIMS HAXOAUT CBOE OTPAKECHUE B BUJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHH-
YECKUX PEILIEHUH 1 MPOIIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK (PU3NUECKUX BETHYHUH.

O0e31MuNBaHUe MEPCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOX-
HO OTPENEINTh MPUHAIJIC)KHOCTh TIEPCOHANBHBIX JTaHHBIX KOHKPETHOMY CYOBEKTY MEpPCOHAIBHBIX
JAaHHBIX.

O0padoTka MepcOHAJBHBIX JAHHBIX — JICUCTBUS (ONepalyi) ¢ NEePCOHATBHBIMU JIAHHBIMY,
BKJTFOUasi cOOp, CHCTEMATHU3ALHIO, HAKOIUIEHHE, XpaHeHHUE, YTOUHEeHHe (OOHOBJIEHHE, U3MEHEHHE), UCTIOMb-
30BaHUE, paclpoCTpaHEeHHE (B TOM YHMCiIe Iiepeady), 00e3nrurBanme, 0JI0KUPOBaHNE, YHUUTOKEHUE TIep-
COHAJIbHBIX IAHHBIX.

OO0ue10cTynHbIE NMEPCOHAIbLHBIE JaHHbIE — TIEPCOHANBHBIC JaHHBIE, TOCTYIl HEOTpaHU-
YEeHHOT'0 KpyTa JIUI K KOTOPBIM MPEAOCTABIIEH C COTTIACUs CYyObEKTa MEePCOHANBHBIX IaHHBIX WIH Ha
KOTOpBIE B COOTBETCTBUU C (eiepalbHBIMU 3aKOHAMH HE PACIpOCTpaHseTcs TpeOoBaHUE COOJIFO-
JeHUS KOH(PHUICHIIMATBHOCTH.



OnepaTop (MepCOHANBHBIX JAHHBIX) — TOCYIAPCTBEHHBIM OpraH, MYHULIMIAJIBHBIA OpraH,
IOPUIIMYECKOe WK (DPU3UYECKOE JIMIIO, OpPraHu3YIolIee U (WIM) OCYLIECTBIsIoIIee 00paboTKy IepcoHab-
HBIX JJAHHBIX, a TAKOKe ONpeIeIISIONIME 1IeTU U CofiepKaHue 00pabOTKU MEePCOHATBHBIX JaHHBIX.

Texnuveckue cpeacTBa HHPOPMALMOHHON CHCTEMbI NEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIYUCIIUTEILHON TEXHHUKHU, WH()OPMALIMOHHO-BHIUYMCIIUTENIBHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CHCTEMBI
niepeayn, npuema u oopadotku I1/1H (cpencTsa 1 cucTeMbl 3BYKO3aIMCH, 3BYKOYCHIICHHS, 3BYKOBOCTIPOH3-
BEJICHMSI, [IEPETOBOPHBIE M TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJIICHUS], TUPAKUPOBAHUS JIOKY-
MEHTOB U JIPYTHie TEXHUUECKHE Cpe/ICTBA 00pabOTKH pedeBoi, rpadiueckoi, BUIeo- U OyKBEeHHO-TIM(POBOI
uH(bOpMaIMH), IPOrPaMMHbIE CPEZICTBA (OTIEPALIIOHHBIE CUCTEMBI, CUCTEMBI YIpaBJIeHHs 0a3aMU IaHHBIX U
T.I1.), CPEJICTBA 3AIUTHI HHPOPMAIH, TIPUMEHSIEMbIE B TH(POPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MH(oOpPMaNHK) — HEMPABOMEPHOE MOTYYeHHE HUHPOPMAIIUHN C UCTIOIb30BaHUEM
TEXHUYECKOTO CPEJICTBA, OCYHIECTBISIONIET0 OOHApYKEHUE, TPHEeM B 00paboTKy WH(OPMATHBHBIX
CUTHAJIOB.

IlepconasibHble AaHHBIE — T00as HHPOPMAIUS, OTHOCALIAACSA K ONPENEICHHOMY WIIU OIl-
penenseMoMy Ha OCHOBaHMM Takod uHpopMmanuu (pusnueckoMmy Juiy (CyOBEKTYy MEpCOHATbHBIX
JIAaHHBIX ), B TOM YHCJE €ro (haMuIns, UMsi, OTYECTBO, IO, MECSI, 1aTa U MECTO POXKACHUS, ajpec,
ceMeitHoe, COIMallbHOe, UMYILECTBEHHOE TOJI0KEHUE, o0pa3oBaHue, npodeccus, J0X0Abl, Apyras
nH(popManus.

Ilo00o4HbIE 3IEKTPOMATHUTHBIC M3JIYYCHHS M HABOJAKH — DJIEKTPOMarHUTHbIE U3JIy4EHUS
TEXHUYECKUX CPEICTB 00pabOTKM 3auuiaeMoil nHpopMaluy, BOZHUKAIOIINE KaK MOOOYHOE sBJe-
HUE U BBI3BaHHBIEC JIEKTPUUYECKHMMH CUTHAJIAMH, JEHCTBYIOIIMMHU B UX DJIEKTPUYECKUX U MarHUT-
HBIX LENAX, a TAK)KEe JIEKTPOMArHUTHbIE HABOJIKH 3TUX CUTHAJIOB HA TOKOMPOBOSAIINE JIUHUU, KOH-
CTPYKLMH U €N IUTAHUS.

[osnTHKAa «YHMCTOTO CTOJIa» — KOMIUIEKC OPraHM3allMOHHBIX MEPOIPUSTHHI, KOHTPOJIU-
PYIOIIMX OTCYTCTBHE 3alMChIBAHUS HA OyMakKHble HOCUTENH KJIouel u aTpuOyToB A0CTyna (mapo-
Jeil) u XpaHeHUs UX BOJINU3H 0OBEKTOB JOCTYIIA.

IHosnb30BaTenp MHPOPMALNMOHHON CHCTEMBbI NEPCOHAJIBHBIX JAHHBIX — JIMILO, y4yacT-
Bytomiee B (yHKIIMOHUPOBAHWU HMH(GOPMAIIMOHHOM CHCTEMBI MEPCOHANBHBIX JTAHHBIX WM HCIOJb-
3ylolIee pe3yNnbTaThl €€ ()YHKIIMOHUPOBAHUS.

I[IpaBuna pa3rpaHuYeHusi J0CTYNA — COBOKYITHOCTh MPAaBWJI, PErIaMEHTUPYIOUIUX MpaBa
J0cTyna cyObeKTOB JOCTyMa K 00bEeKTaM JI0CTYTIA.

I[IporpamMmmHuas 3aKjaaKa — KOJ NPOrpaMMbl, IIPeJHAMEPEHHO BHECEHHBIH B Iporpammy ¢
LENbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJOKMPOBATH, YHUUTOXKHUTH MH(OPMAIMIO WM YHUYTO-
KUTh U MOAUPUIMPOBATH IPOrpaMMHOE obOecreueHre NHPOPMAITMOHHON CUCTEMBI MIEPCOHATBHBIX
JaHHBIX 1 (WIK) OJIOKUPOBATH amlmapaTHbIC CPENICTBA.

IIporpammHoe (MpOorpaMMHO-MaTeMATHYECKOe) BO3AeiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICCTBME HA PECypchbl aBTOMAaTU3WPOBAHHONW MH()OPMAIMOHHONW CHUCTEMBI, OCYIIECTBIIEMOE C
HCIIOJIB30BAaHUEM BPETOHOCHBIX MPOrPAMM.

PackpbITHE NepPCOHATBHBIX JAHHBIX — YMBIIIICHHOE WIH Cly4ailHOe HapylleHUue KOH(U-
JEHLIUAJIbHOCTH NEPCOHAIBHBIX JaHHBIX.

PacnpocTpaHeHHe NepCOHAJIBHBIX JAAaHHBIX — JCHCTBHS, HAIpaBJICHHBIE Ha Iepenady
MIEPCOHAIBHBIX JIAHHBIX ONPEEICHHOMY KPYTY JIHII (IIepe1aya MepcoOHaNbHbBIX JTaHHBIX) WK Ha 03-
HAKOMJICHHE C MTEPCOHAJIBHBIMH JTAaHHBIMU HEOTPAaHHYEHHOTO Kpyra JIUI, B TOM 4Kciie 00Hapo10Ba-
HHE MEePCOHAJIbHBIX JIAaHHBIX B CPEJICTBAX MAaccoBOM MH(poOpMalMy, pa3MelieHne B HHPOPMAaLUOH-
HO-TEJIEKOMMYHUKALIMOHHBIX CETSIX WJIM MPEJOCTaBIECHUE JOCTYyNa K MEPCOHAJIBHBIM JaHHBIM Ka-
KHAM-TTI00 UHBIM CIIOCOOOM.

Pecypc nHpopManiuoHHO# cHCTEMbI — UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, TPUKIIATHOTO
WIN annapaTHoro odecnedeHust GyHKIMOHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI.

CnenuajnbHble KaTeropuu NepPCOHAJBHBIX JAHHBIX — MEPCOHANIBHBIE JaHHBIE, Kacaro-
IHMeCs PACOBOM, HAIIMOHAJIBHOM NPUHANIEKHOCTH, MOJIUTHYECKHUX B3TJIAJIOB, PEIUTHO3HBIX WIN
¢bunocopckux yOeKIEHHUM, COCTOSHUS 3A0POBbSI U MHTUMHOM JKU3HU CyOBEKTa MEPCOHAIBHBIX
JTAHHBIX.



CpencrBa BbIYMCIUTEIbHONW TE€XHHMKH — COBOKYITHOCTh MPOIPAaMMHBIX M TEXHHYECKHUX 3Jie-
MEHTOB CHCTeM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIIOHHPOBATh CAMOCTOSTEIBHO HIIM B COCTaBE
JIPYTUX CHCTEM.

Cy0bekT noctyna (cy0beKT)— JIMLO WIM IPOLEcC, JEUCTBUS KOTOPOrO PErIaMEHTHPYIOTCS
IpaBUJIaMU pa3rpaHUuEHUs JOCTYIIA.

TexHnuyeckuii KaHaJ yTedykH WHGPOPMALMHU — COBOKYITHOCTb HOCHTENS MH(pOpMaLmH (cper-
cTBa 00pabOTKM), PU3NUECKOI Cpelibl PacIIpOCTpaHEHUST MH(POPMATUBHOTO CUTHANA U CPEJICTB, KOTOPHIMU
noObIBaeTCS 3amuIaeMas nHpopmarus.

TpancrpannyHasi nepeaya nepcoHANbHBIX JAHHBIX — Iepeaya MEePCOHANBHBIX JTaHHBIX
onepatopoMm uyepe3 ['ocymapcTtBeHHyro rpanuny Poccuiickoit @enepanuu opraHy BJIacTH HHO-
CTPaHHOTO rOCyAapcTBa, (U3MUECKOMY WIIH IOPUANYECKOMY JIUIy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3sl 6€301aCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUM U (PaKTOpOB, CO3-
JTAOIIMX OIMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJE CIy4allHOrO, OCTYNa K MEepCOHATbHBIM JaH-
HBIM, Pe3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHUUTOKEHUE, H3MEHEHHE, OJIOKUPOBAaHKE, KOIMMPOBAHUE, pac-
MPOCTPAHEHHUE IEPCOHATIBHBIX JJAHHBIX, & TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX ICHCTBHIA MPU UX 00paboTKe
B MH(POPMALIMOHHOM CUCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUUTOKEHNE MePCOHATBHBIX JaHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPHIX HEBO3MOXHO BOC-
CTaHOBUTH COZICPKAHUE NEPCOHATBHBIX TAHHBIX B MHOPMAIIMOHHON CUCTEME NEPCOHATIbHBIX JAHHBIX WM B
pe3ynbTaTe KOTOPHIX YHUUTOXKAIOTCSI MaTepHalibHbIe HOCUTENHU MePCOHANBHBIX JaHHBIX.

Yreuka (3ammmaemMoil) HHGOPMALMH MO0 TEXHHYECKUM KaHAJIAM — HEKOHTPOIUPYEMOE
pacrpocTpaHeHre HHPOPMAIMU OT HOCUTENTS 3alluIaeMoi HH(opMaLu yepe3 (PU3MIECKYI0 Cpelty 10 TeX-
HUYECKOTO CPEJICTBA, OCYLIECTBIISIIOILETO IepexBaT UH(POPMAaIIIH.

YA3BUMOCTB — CI1a00CTh B CPEJCTBAX 3alILUTHI, KOTOPYIO MOXKHO MCHOJB30BaTh Ui HAPYILICHHS
CHCTEMBI WX COZIeprKallielics B Hell MH(popMaliH.

enocTHOCTH HHPOPMALMHU — CIIOCOOHOCTH CPEZCTBA BBIUMCIMTEIBHON TEXHUKHU WM aBTOMa-
TU3UPOBAHHON CHCTEMBI 00eCTIeUnBaTh HEM3MEHHOCTh MH(OPMAIIMK B YCIIOBUSX CITy4aifHOTO W/WITH TIpE/I-
HAMEPEHHOTO UCKAKEHUS (pa3pyIlIeHNs ).



OBO3HAYEHUA U COKPALIEHUSA
ABC — anTHBHpYCHBIE CPEICTBA
APM — aBTOMaTH3UpOBaHHOE PaboUee MECTO
BTCC — BcnoMoraTtelibHble TEXHUYECKUE CPENICTBA U CUCTEMBI
NCTI T — nadopmarmonHas cuctemMa repCOHATBHBIX JaHHBIX
K3 — xonTponpyemast 30Ha
JIBC — nokaJibHasi BEIYHCIIUTENNbHAS CETh
MD — MexceTeBO FKpaH
HCJI — HecaHKIIMOHMPOBAHHBIN JOCTYIT
OC — oneparoHHasi cucrema
[T/11 — nepcoHalbHbIE JAHHBIE
[IMB — nporpaMmMHO-MaTeMaTHYECKOE BO3/ICHCTBUE
[1O — nmporpamMmmHOe obecrieueHne
[I3MUH — noGovHbIE AIEKTPOMATrHATHBIC H3Ty9IeHHUS 1 HABOJIKU
CA3 — cucrema aHaiusa 3aUUIIEHHOCTH
C3U — cpeacTna 3amuThl HTHGOPMAITIH
C3ITu — cuctema (mojicucTemMa) 3aluThl HEPCOHATBHBIX JAHHBIX
COB - cucrema oOHapyXeHHs BTOP>KEHUMN
TKYU — Texnnyeckre KaHabl yTeUKU HHPOPMAIUH

VYBIT/IH — yrpo3b! 6€30MacHOCTH NEPCOHATBHBIX TaHHBIX



BBEJAEHUE

Hacrosimas Konuenmust napopmanmonnoit 6ezonacHoct UCITIn MyHununansHoro o6-
pasoBatesbHOTO yupexaeHus «Jlerckmii cag Ne 55 xomOuHuUpoBaHHOTO BHIa» MY "YmpasieHue
obpazoBanus" agmuauctpammu MOT'O "Vxta" (manee — MOV «Jletckuit camg Ne55») sBisercs
oQUIHMATBEHBIM TOKYMEHTOM, B KOTOPOM OIpe/elieHa CUCTeMa B3III0B Ha olecneueHne UHGOp-
MaroHHo# 6e3onacHoct MJIOY «/letckuit can Ne55». HeobxoaumocTs pazpadorku Konnenmun
00yCIIOBJIEHa CTPEMHUTEIbHBIM pacliupeHueM chepbl MPUMEHEHHsS HOBEHIINX HH()OPMAIMOHHBIX
texHonoruit u nporeccos B MIIOY «Jletckuii cag Ne55», nmpu 06paboTke nHGOpMaIuu BOoOIIIe, U
MepCOHANIbHBIX JAHHBIX B yacTHOCTH. Hacrosimas Konuenmus onpenenser OCHOBHbIE LIETU U 3a7a-
YM, a TaKKe OOILYI0 CTPATETUIO MOCTPOEHUSI CUCTEMBI 3alllUThl NepcoHaNbHbIX AaHHbIX (C3I1/H)
MOV «Jletckuii cam No55y. Konmenius onpeaensieT OCHOBHbIE TPEOOBaHUS B 0A30BbIC 110 IXO0/IbI
K UX peaju3aluy, U1 JOCTIKEHHS TpeOyeMoro ypoBHs Oe3omacHocTH nHpopmanuu. Konnenmus
pa3paboTaHa B COOTBETCTBHHM C CHCTEMHBIM MOJIXOJ0M K obecreueHno HHGOpMaIMOHHON 6e30-
nacHocTh. CUCTEMHBIN MOJXOA IMpEIoaraeT MpPOBEACHUE KOMILIEKCA MEPOIPUATUH, BKIIOYAIO-
IIUX UCCIIeI0OBaHUE Yrpo3 HHPOPMAIIMOHHOM 0e30MacHOCTH U pa3paboTKy cucteMbl 3auuThl [1/1H,
C TO3ULIMU KOMIUIEKCHOTO NIPUMEHEHUS] TEXHUUECKHUX M OPraHU3allMOHHBIX MEP U CPECTB 3aIIUTHI.

Ilon mHpopmannonHoit 6e3onacHocThio I1/IH MOHKMMaeTCs 3aIIMIEHHOCTh MEPCOHATBHBIX
JaHHBIX U oOpabaTbiBarollell WX HHQPACTPYKTYpEe OT JIIOOBIX CIIYYalHBIX WM 3J0HAMEPEHHbIX
BO3/ICHCTBUH, Pe3yIbTaTOM KOTOPBIX MOXKET SIBUThCS HaHeceHue yiepOa camoil mHdopmanum, ee
BragenbiaM (cyobektam [1J[H) wim wnbpacTtpykType. 3amaun MHOOpPMAIMOHHOW OE€30MacHOCTH
CBOJIATCSI K MUHUMM3AIMHU yiiepOa oT BO3MOKHOU peanu3anuu yrpo3 6esonactoctu I1/1H, a Taxoke
K IIPOTHO3WPOBAHUIO U INPEAOTBPAILEHUIO TaKUX BO3AcicTBUM. KOHIENIMA CIyKUT OCHOBOM U1
pa3pabOTKU KOMILIEKCAa OPraHU3alMOHHBIX U TEXHUYECKUX Mep Mo oOecrnedyeHut0 HHPOpMaluoH-
Hoit 6e3onacHoctn OB (OMCY), a Tak:ke HOpMAaTUBHBIX U METOAMYECKHUX JIOKYMEHTOB, obecre-
YUBAIOIIUX €€ pealln3alfio, U He IMpeanoiaraeT moaMeHbl (yHKIUH rocylapCTBEHHBIX OPraHOB
Brnactu Poccuiickoit denepanuu, oTBeYaroNMx 3a obecreueHne 6€30macHOCTH MHHOPMAITHOHHBIX
TEXHOJIOTHH 1 3aIIUTy UHPOPMALIKH.

Konuenmus sBinsercs METOA0JIOTMYECKON OCHOBOM JUISA:

-opMUpoOBaHUS U MPOBEJACHUS SIUHOU MOJUTHKHU B 00acTu obecrieueHus 6ezonacuocty [1/1H B
UCITa MJIOY «/letckuii camg NeS5»;

-IIPUHSATHS YIIPABIECHYECKUX PEIICHUM U Pa3padOTKU MPAKTUYECKUX MEP MO BOIUIOMIEHUIO MTOJTUTH-
ku 6ezonacHocTu [1/]H 1 BBIpabOTKH KOMILIEKCA COTJIACOBAHHBIX MEP HOPMATHUBHO-TIPABOBOTO,
TEXHOJIOTHYECKOTO ¥ OPTaHU3aMOHHO-TEXHUYECKOT0 XapaKkTepa, HalpaBJICHHBIX HA BBISBIICHHE,
OTpa)K€HUE U JIMKBUJIALIMIO TIOCIECTBUN peanu3aluy pa3andyHbix BUA0B yrpo3 [1/1H;
-xkoopauHauu neareasHoctd MJIOY «/lerckuit cag Ne55» npu npoBeneHnu padoT 1o pa3BUTHIO U
skcryatanuu MCIIIH ¢ cobmonennem tpeboBanuii obecnieuenus 6e3omnacuoctu [1/1H;
-pa3paboTKH MPEITOKEHUHN TT0 COBEPIIIEHCTBOBAHUIO TIPABOBOT0, HOPMATUBHOTO, METOIMYECKOTO,
TEXHUYECKOTO U OpranusannoHHoro obdecnedenus 6ezonacHoctu [1/Jn 8 UCITIn MIOY «/leTt-
ckuit cag NeS55».

Ob6nacts npuMeHeHus: KoHIenmmu pacpocTpaHseTcsl Ha BCE SKCILTyaTUPYIOLINE TEXHUYEC-
ckue u nporpammusie cpeacta UCITIu MOV «Jletckuit cag NeS5», B KOTOPBIX OCYIIECTBISAETCS
aBTOMaTH3MpoBaHHas oOpaboTka I1/1H.

[TpaBoBoit 6a30i1 a1 pazpadboTku HacTosmeld Konnenmun ciyxat TpeboBaHus AEHCTBYIO-
umx B Poccun 3aKk0HOAATENbHBIX M1 HOPMATUBHBIX JJOKYMEHTOB IO 00ECIIEYCHHUIO 0€30MacHOCTH
nepcoHanbHBIX JaHHBIX ([1/]H).



1. OBIIUE NOJIOXKXEHUSA

Hacrosimas Konnenuus onpenesnsieT OCHOBHBIE IIEJIM U 33]1a4H, a TaKXKe OOIIYI0 CTPATErHIO
MTOCTPOCHUS CUCTEMBI 3amuThl iepcoHanbHbIX naHHbIX (C3I11H) MOV «Jletckuii cam Ne55», B
coorBercTBUM ¢ Ilepeunem MCII/In. Konnenuust onpenenseT oCHOBHbIE TpeOoBaHHS U 0a30BbIC
MOAXObl K UX pealu3aliu, JUIs TOCTIXKEHHUs TpeOyeMoro ypoBHs 0e30MacHOCTH HWHGOpMAIUU.
C3I1n mpenctasinsieT co00il COBOKYITHOCTh OPraHU3AIMOHHBIX M TEXHUYECKHX MEPONPUATHH 1Jis
3amuThl [[J[H OT HenmpaBOMEpPHOTO WM CIY4alHOIO JOCTYINA K HUM, YHHUUTOXECHUS, U3MEHEHUs,
OJIOKMpOBaHUs, KOMMPOBaHUs, pacnipoctpanenus [1/1H, a Taxke MHBIX HEMPABOMEPHBIX JIEHCTBUI C
HUMH. be30nacHOCTh NEPCOHANBHBIX JAaHHBIX JOCTHUIAETCS MyTEM HCKIIOYEHHUS HECAHKIIMOHHPO-
BaHHOT'0, B TOM 4YMCJIE€ CIIy4allHOr0, JOCTyNa K IE€PCOHAJIbHBIM JAaHHBIM, PE3YJIbTATOM KOTOPOIO
MOXXET CTaTh YHHUYTOKEHUE, U3MEHEHHUE, OJIOKHPOBaHUE, KOMMPOBAaHUE, PACTIPOCTPAHEHHE MePCo-
HaJbHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JelcTBUN. CTpyKTypa, COCTaB U OCHOB-
ueie pyakun C3I1n onpenenstores ucxoas u3 kinacca MCI/In. C3I1/In BirodaeT opraHu3aiu-
OHHBIE MEPBI I TEXHUUECKUE CPEJCTBA 3AIIUTHI HH()OPMAIMH, CPEACTBA MPEIOTBPAICHHUS HECAHK-
LMOHMPOBAHHOTO JOCTyMa, YTEYKH HHQPOpMAIMM MO0 TEXHHYECKHM KaHajaM, MpOrpaMMHO-
TEXHHUYCSCKUX BO3JICHCTBUI Ha TEXHUYECKHE cpencTBa o0padoTku [1/1H), a TakkKe HCIOIb3yeMbIC B
MH(POPMALMOHHOM cucTeMe HHPOPMALMOHHBIE TEXHOJIOTHH.

DTH MEpbI PU3BAHBI 00ECTICUNTD:

- KOH(OUIEHIIMATBHOCTh HH(OpMAaIHHK (3alUTa OT HECAHKIIHOHUPOBAHHOTO O3HAKOMIICHUS);

- L€JI0CTHOCTh MH(pOPMaLIUHU (aKTyaIbHOCTh U HEMPOTUBOPEUYUBOCTh MHPOPMALIUH, €€ 3allUIIeH-
HOCTB OT pa3pyIIeHUs] 1 HECAHKIIMOHUPOBAHHOI'O U3MEHEHUS);

- TOCTYIHOCTh HH(pOpMALMHU (BO3MOXKHOCTD 32 IPUEMIIEMOE BpeMs IIOJIyYUTh TpeOyeMyro HHPOp-
MallMOHHYIO YCIIYTY).

Cranguu coznanus C3I1/IH BKIIO9aroT:

- IpeIpPOeKTHAs CTalus, BKJItovaromas npeanpoektaoe odcnenosanue MCII/IH, pa3paboTKy Tex-
HUYECKOTr0 (YaCTHOTO TEXHUYECKOT0) 3aJJaHUs Ha €€ CO3aHHeE;

- cTaaus MPOEeKTUpoBaHus (pa3padboTku mpoekToB) u peanuszaruu UCI1/{H, Bkarogaroras paspa-
6otky C3I1/Ix B coctaBe UCII/H;

- cragus BBoja B AeiictBue C3I1/1H, BKiItoYaromas onbITHYO SKCILTyaTaluIo U IPUEMO-CIaTOYHbIE
WCIIBITaHUS CPEJICTB 3alUThl HHpOpMaIuH, a Takxke oueHky coorBeTcTBus MICIT/IH TpeOoBaHusIM
6€3011acCHOCTH HH(POPMALIUH.

Opranu3zannoHHble Mepbl IPETyCMaTPUBAIOT CO3/IaHNE U MO AepKAHUE TPaBOBON Oa3bl
6e3onacuoctu [1/1H 1 pa3zpaboTky (BBeeHHE B AelicTBUE) peaycMoTpeHHbIX [lonutukoil nugop-
ManuroHnHo# 6e3onacHocTr MICII/IH cienyromux opraHu3aiOHHO-PACTIOPSIUTEIBHBIX TOKYMEH-
TOB:

- [Inan MeponpusiTuii mo odbecneveruro 3amutel [1J[H npu ux o6padorke B UCIIH;

- [Inan meponpusaTHii MO KOHTPOITIO obecreueHus 3amuTsl [1JH;

- [lopsimox pe3epBupoBanus U BocctaHoBiaeHUs1 paborocriocoonoctr TC u I10, 6a3 mannsix u C3U;
- HomwkHocTHast uHCTpYKIus agmuauctparopa MCII/H B yactu obecnieuenus 6e3onacHoctu [1/1H
npu ux oopadotke B UCII/H;

- JlomkHOCTHAS MHCTPYKITHS anMuHUCTpaTropa 6ezonacaoctu MCIT/IH;

- lomkHaocTHas nHCTpyKIus nosb3oBatens UCIT/IH B yactu obecnieuenus 6e3omacHoct [1/1H mpu
ux obpadotke B UCII/IH;

- MHCcTpyK1Ms Ha cilydail BOSHUKHOBEHMSI BHEIUITATHOM CUTYalluu;

- PexoMeHanum no ucnoab30BaHUIO IPOrPAMMHBIX M allllapaTHBIX CPEICTB 3alUThl HHPOPMALUH.
- TexHnueckne Mepsl 3alUTHl PEATU3YIOTCS IPU IOMOIIM COOTBETCTBYIOIIUX POrPaMMHO-
TEXHUYECKUX CPEJCTB U METOJIOB 3aLUTHI.

- [lepeyenb HEOOXOAUMBIX Mep 3aIUTHl HHOOPMAIIUK ONpeAeIsIeTcs 0 pe3ylibTaTaM BHYTpEHHEH
npoBepku 6e3onacuHocti UCITn OUB (OMCY).
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
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2.3AJIAYH C3111n

OcHosaoii nienbro C3I1/1H siBisieTcss MUHMMU3anus yiep0a oT BO3MOXKHON peaau3aluu yr-
po3 6e3omacHoctu [1/1H.

Jlns mocTrkeHns: ocHOBHOM 11eu cuctema oe3ormacHocTtu [11n UCIIx nomkHa obecnieuynBaTh
3¢ exTUBHOE pellIeHUE CIeAYIONINX 3a/1a4:

- 3allIUTY OT BMewaTe bCcTBa B npouecc pynkunonuposanust UCII/{H mocTopoHHNX
JIUI (BO3MOKHOCTH MCNOIb30BaHUsA AC M 10CTYIl K ee pecypcaM J0JIKHbI UMeTh TOJIbKO 3a-
PeruCTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSIAKOM I0JIb30BATEIN);

- pa3rpaHnYeHue J0CTYAa 3aperncCTPHPOBAHHBIX N0J1b30BaTe/Ieil K annapaTHbIM, NPo-
rpaMMHbIM M HHGopManuoHHbIM pecypcaM UCII/IH (BO3MOKHOCTDH J0CTYNA TOJBKO K TeM
pecypcaM M BbINIOJHEHHUS TOJBKO TeX ONlePalMid ¢ HUMH, KOTOPbIe He00X0AMMbI KOHKPETHBIM
noiab3oBateassM UCII/IH nJisi BBINOJTHEHUsI CBOMX CJIYKeOHbIX 00S3aHHOCTEll), TO eCTh 3allU-
TY OT HECAHKIIMOHHPOBAHHOI'0 10CTYyIA:

a) kK nadopmarn, upkyaupyromen B UCI/1H;

0) cpenctBam BeruuciuTenbHol TexHuku UCIT/IH;
B) ammapaTHbIM, IPOTPAMMHBIM U KPUNTOTpapUIECKUM CPEICTBAM 3aIIUTHI, HCIIOJIb3YEMbIM B
HUCIIOx;

- PeruCcTpPaILHIO IeiicTBHI MOJIb30BaTe el IIPH UCIO0Jb30BAHUM 3alIUIIaeMbIX pecy p-
coB UCII/{H B CHCTEMHBIX KyPHAJIAX U NEPUOAUYECKHIH KOHTPOJIb KOPPEKTHOCTH JAeHCTBUI
NoJIb30BaTe/Iell CHCTeMbI yTeM aHAJIHM3a COLePKUMOI0 ITHX KYPHAJI0B;

- KOHTPOJIb LIeJIOCTHOCTH (00ecrneyeHue HeM3MEHHOCTH) Cpebl HCIOJTHEHHUS POrpaMMm
U ee BOCCTAHOBJICHHE B CJIy4yae HAPYIICHHUS;

- 3aIIUTY OT HECAHKIIMOHMPOBAHHON MOIM(UKAIUMY U KOHTPOJIb LEJIOCTHOCTH U C-
noab3yembiX B UCII/IH nporpaMMHBIX CpelICTB, a TaKKe 3allIMTy CHCTeMbl OT BHeIpeHHS He-
CAHKIMOHUPOBAHHBIX IPOrPaMM;

- 3amuTy I1/IH OoT yTeuku 1no TexXHH4eCcKNM KaHajlaM Npu ee 00padoTke, XpaHEeHUH U
nepeaaye Mo KaHAJIaM CBSI3H;

- 3amuTy I/IH, xpanumoii, o0padaTbiBaemMoii U nepegaBaeMoii Mo KaHAJIaM CBSI3H, OT
HECAHKIMOHMPOBAHHOI'0 PA3IJIALIICHUS UM MCKAKEHHU;

- o0ecrevyeHHe ;KUBY4eCTH KPUNITOrPauuecKux cpeAcTB 3alMThl HH(POPMALMHU NIPH
KOMIIPOMETAIUM YACTH KJIIOYEeBOH CHCTEMBbI;

- CBOeBpPeMeHHOe BbISIBJIeHHE HCTOYHUKOB Yrpo3 6esonacHoctu I1/IH, npuynH u yciao-
BHIi, CIOCOOCTBYIOIINX HAHECEHUIO yiiepoa cyobexTam I1/{H, co3nanue MexaHu3Ma onepa-
THBHOI0 pearupoBaHus Ha yrpo3bl 0e3onacHoctu I[1/IH 1 HeraTUBHbIE TeHACHLINH;

- CO31aHMe YCJIOBHI JIA MUHUMHU3AaLMHU | JIOKAJIH3AIHM HAHOCMMOro yuiepda Henpa-
BOMEPHBIMH /1€ CTBUAMM (PU3HYECKUX M IOPUIAMYECKHUX JIMII, 0cJIa0/IeHHe HeraTUBHOI 0
BJMSIHUS U JIUKBUIALMS NOCJIeACTBUN HapyieHus: 0e3onacHoctu I1/1H.

3. OBBEKTbI 3ALLIUTbI
Ilepeyenb nHGOPMALMOHHBIX CHCTEM

B MJIOVY «Jletrckmii cam Ne55» mpou3BoauTcss 00padOTKa MEPCOHANBHBIX JaHHBIX B WH-
dbopmarmoHHbIX cuctemMax o0paboTku nepcoHanbHbIX AaHHBIX (MCIIIH). [lepeyens MCIIIH on-
penernsiercss Ha ocHoBaHMH OTYETa 1O pe3ysibTaTaM BHYTPEHHEH MPOBEPKHU.

IlepeyeHb 00bEKTOB 321U THI

OOBexTamMu 3alUTHI SIBISAIOTCS — HHPOpManus, oopadbateiBaemast B ICII/IH, u TexHu4eckue
cpencTBa ee 00pabOTKU M 3amuThl. [lepeueHp MepcoHANBHBIX JaHHBIX, TOJUIeKAIIUE 3aIIUTe, OTI-
penenen B [lepeuHe nepcoHalbHBIX JaHHBIX, Moanexanux 3amurte B UCTI/L.

OOBEKTHI 3aIIUTHI BKITIOYAOT:

- O6pabateiBaeMasi HHPOpPMALIKS.
- TexHosnoruueckass HHGopmarus.
- IlporpaMMHO-TEXHHYECKHE CPEACTBA O0OPAOOTKH.
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- Cpenctsa 3ammTsl [1/]H.
- Kananer nuaopManimoHHOro 00OMeHa U TEJIEGKOMMYHHKAITHH.
- OOBEKTHI ¥ IOMEIICHUS, B KOTOPBIX pa3merieHbl komrmoneHTsl UCIT/IH.

4. KTIACCU®UKAIIAA TOJIb30BATEJIEN UCIIIn

[Tonb3oBarenem MCII/IH siBisieTcs nuno, ydacTByroliee B (GYyHKIMOHUPOBAHUM MH(OpMa-
LIMOHHOW CHUCTEMBI NIEPCOHAIBHBIX JAHHBIX WJIA HUCIOJB3YIOLIEe Pe3yNbTaThl e¢ (yHKIMOHUPOBA-
Hus. [lons3zoBarenem MCII/n sasercs mro6oit corpynauk MJIOY «/lerckmit cax Ne55», nmero-
mwmii foctyn k UCII/IH u ee pecypcam B COOTBETCTBUU C YCTaHOBJIEHHBIM IOPSAJIKOM, B COOTBETCT-
BUU C €r0 QYHKIIMOHAIBHBIMU 0053aHHOCTSAMH.

[onb3oBarenu UCII/IH nendrcs Ha TpU OCHOBHBIE KaTETOPUU:

1). Anmunuctpatop UCIIIu. Cotpyaaukun OB (OMCY), KoTOpble 3aHMMAIOTCS HACTPONKOH,
BHE/IPEHUEM U COMPOBOKACHUEM cucTeMbl. Anmuuuctparop MCIIIH obnagaer cieayonmm ypoB-
HEM JI0CTyna:

- obnmamaeT moiaHOW WH(MOpMaIel O CHCTEMHOM M TPHUKIATHOM IMPOTPAMMHOM OOECIIeUeHUN
NCIIH;

- o0sagaeT MoNHOM nHpopManmen o TeXHUUECKUX cpeacTBax u koHpurypamuu UCITAH;

- MMEET JIOCTYII KO BCEM TEXHUYECKUM cpeicTBaM 00paboTku napopmarmu u nanasiM UCTTH;

- obyagaer npaBaMu KOH(GUTYPUPOBAHUS U aJIMUHUCTPATUBHOM HACTPOWKM TEXHUYECKHX CPE/ICTB

WCTI/T.

2). Anmunuctpartop T3 UCII/IH, aT0 cotpyaauk MY "Ympasiaenue odpa3oBaHus" aIMUHUCTPAITUN
MOI'O "VxTa" niam cTOpoOHHUX OpraHU3alfil, KOTOPbIE 3aHUMAIOTCS pa3pabOTKON MPOrpaMMHOIO
ob6ecnieuenus. Pazpaborunk UCII/IH oOamaer cieayrommM YPOBHEM JOCTYIIA:

- obnamaeT nHGoOpMaIeit o0 anropuTMax u nporpammax oopadorku nHbopmaruu Ha MCIIH;

- 001a1aeT BO3MOKHOCTSMH BHECEHUS OIIMOOK, HEJIEKJIaPUPOBAHHBIX BO3MOXHOCTEH, MPOrpaMM-
HBIX 3aKJIa/I0K, BPEJOHOCHBIX MporpaMM B nporpammuoe odecneuenue UCII/In Ha craauu ee pas-
paboTKH, BHEAPEHHUS U COMPOBOKICHHUS,

- MOXKET pacmnojiarath Jto0bsiMu ¢parmerTamu nHGopMammu o Tonosoruu UCII/IH n TexHnueckux
cpenctBax oopaborku u 3anuThl [1/{H, o6padareiBaembix B UCIT/IH.

3). Oneparop UCTI/In. Corpynuuxku MOV «Jlerckuii cax Ne55», yqacTBYIOIIMX B MPOIECCE IKC-
myatanuu UCITIa. Oneparop UCII/{H o6namaet ciaenyronmM ypoBHEM JOCTYIIA:

- o0namaeT BceMHU HEOOXOUMBIMU aTprOyTaMu (HarpuMep, maposieM), 00eCTIeUMBAIOIIUMH TOCTYTI
K HEKOTOPOMY MOAMHOkeCTBY [1/1H;
- pacmoiiaraeT KOH(QUICHITMAILHBIMHA JaHHBIMU, K KOTOPBIM UMEET JIOCTYII.

Kareropuu nons3oBareneii JOKHBI ObITh onpeaeneHbl 1t kaxaon UCITIH. [1omkHO OBITH
YTOYHEHO pa3/ieJieHue COTPYIHUKOB BHYTPH KaTerOpHii, B COOTBETCTBUU C THUIIAMU IOJIb30BaTeNIeH
onpezaeneHHbIMU B [lonuTike nHbOpMamoHHON 6€30MaCHOCTH.

Bce BbIsiBNIEHHBIE TPYIIIBI TOJIb30BaTeNIe oTpaxatorcs B OTuere 1mo pe3yinbTaTaM BHYTPEH-
Hel mpoBepku. Ha ocHoBannu Otueta onpenensitoTcsa mpaBa goctyna k snemenram WMCIIIH nms
BCEX TPYII MOJb30BaTeNed U oTpaxkatoTcss B Matpuiie goctyna B IlonoxkeHun o pasrpaHUYeHHUH
paB JocTyna K 00padaTeiBaeMbIM EPCOHATIBHBIM TAHHBIM.

5. OCHOBHBIE ITPUHIIUITBI IOCTPOEHUA CUCTEMBI KOMILIEKCHOM
BE30ITIACHOCTHU UH®OPMALIUU

[Toctpoenue cuctemsl obecnieuenus Oe3onacuoctu [1Ix UCITAn MOV «Jlerckuii can
Ne55» u ee pyHKIIMOHUPOBAHUE JOKHBI OCYIIECTBIATHCS B COOTBETCTBUU CO CIEIYIOIIUMHU OC-
HOBHBIMHU ITPUHIUIIAMUA

- 3AKOHHOCTb;

- CHCTEMHOCTb;
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- KOMILJIEKCHOCTb;
- HEMPePbIBHOCTD;

- CBOEBPEMEHHOCTh;

- IPeeMCTBEHHOCTh U HENPEPHIBHOCTH COBEPIIEHCTBOBAHUS;
- IePCOHAJILHASI 0OTBETCTBEHHOCTD;

- MUHMMM3A1Us1 IOJTHOMOYMIA;

- B3aMMO/IeiCTBHE U COTPYIHUY€ECTBO;

- THI0OKOCTH CUCTEMBI 3aIIUTHI;

- OTKPBITOCTDH AJITOPUTMOB H MEXAHU3MOB 3allIMThI;

- IPOCTOTA MPUMEHEHHS CPeICTB 3aIIUTHI;

- Hay4yHasi 000CHOBAHHOCTH M TeXHUYECKasl peajin3yeMocTh;
- cnenuaau3anms U npogecCMOHATHU3M;

- 00513aTE€JILHOCTH KOHTPOJIA.

5.1. 3akoHHOCTH

[Ipeanonaraer oCymiecTBICHHE 3alIMTHBIX Meporpustuii u paspadorky C3IIJn MIAOY
«etckuit cag Ne55» B COOTBETCTBHH C JIEHCTBYIOIIMM 3aKOHOAATENILCTBOM B 00JACTHU 3allUTHI
I/l 1 npyrux HOPMAaTUBHBIX AaKTOB IO 0€30MacHOCTH MH(OpPMAalUU, YTBEP>KIEHHBIX OpraHamMu
rOCy/IapCTBEHHOMW BJIACTH U YNPABJICHHS B MPEAENaX UX KOMIIETCHIIUH.

[Tonw3oBarenu u obcnyxuBatomuii nepconan UCTIIn MOV «/lerckuit cax Ne55» momk-
HBI OBITH OCBEIOMJICHBI O TIOPsKE PabOTHI C 3auiaeMoi nHhopMalneld 1 00 OTBETCTBEHHOCTH 32
3amuThl [1/1H.

5.2. CucTeMHOCTDH

Cucremnsiii noaxoa k noctpoenuto C3IIIn MOV «/lerckmii cag Ne55» mpenmonaraer
y4eT BCEX B3aUMOCBS3aHHBIX, B3aUMOJECHCTBYIONIMX M W3MEHSIOIIMXCS BO BPEMEHHU 3JIEMEHTOB,
yCJIOBHUM U (DaKTOPOB, CYIIECTBEHHO 3HAYUMBIX JIJII TIOHUMAHUS U PEIICHUs MpoOJieMbl obecrede-
Hus 6e3omacuoctu [1Ia UCITIa MOV «/leTckuit cag Ne55».

[Ipu co3mannm CUCTEMBI 3aIUTHI JOJDKHBI YUUTHIBATHCSA BCE CiIa0ble U Haubojee ys3BUMbIE
MecTa cuctembl 00pabotku [1/]H, a Takxke XapakTep, BO3SMOKHBIE OOBEKTHI U HAPABICHUS aTaK Ha
CHUCTEMY CO CTOPOHBI HapymuTeneil (0COOEHHO BHICOKOKBATH(UIIMPOBAHHBIX 37TI0YMBIIIUICHHHKOR),
MyTH TPOHUKHOBEHHUS B pacnpenenennsie cuctembl 1 HCJl x muHdopmanuu. Cuctema 3amiuThl
JIOJ>KHA CTPOUTHCSI ¢ YUETOM HE TOJBKO BCEX M3BECTHHIX KaHajoB npoHukHoBeHus u HC/I k un-
(dbopManuu, HO M C YYETOM BO3MOXKHOCTH TOSIBIICHUS MPUHIMITUATHFHO HOBBIX IyTEeH peamu3anuu
yrpo3 O€30MacHOCTH.

5.3. KoMmIiuiekcHOCTD

KommiekcHoe HCIob30BaHHE METOJIOB M CPEACTB 3allUTHI MPEANOJIAraeT COrIaCOBaHHOE
IIPUMEHEHHUE PA3HOPOJHBIX CPEACTB IIPU NOCTPOCHUH LIEIOCTHOM CHCTEMBI 3alllUThI, IEPEKPBIBAIO-
1Iel BCe CYIECTBEHHbIE (3HAUMMBbIE) KaHaJIbl Pean3aliy yrpo3 1 He coeprKallel caadbix MeCT Ha
CTBIKAaX OTJEJIbHBIX €€ KOMIIOHEHTOB.

3anmra JOJHKHA CTPOUTHCS SIIETOHUPOBaHO. J[JIs KaX10ro KaHajla yreuky MHQOpMaLuuu u
JUIS K&KIO0H yrpo3bl 0€30MacHOCTH JIOJDKHO CYHIECTBOBATh HECKOJIBKO 3alIUTHBIX pyOexeid. Cos-
JlaHKE 3aLIUTHBIX pyOexKel OCYIECTBISAETCS C Y4€TOM TOr0, YTOOBI JJIs UX NMPEOAOIECHUS TOTEHIIU-
QIBHOMY 3JIOYMBIIIICHHUKY TPeOOBAINCH MPO(EeCCHOHANBHBIE HABBIKA B HECKOJBKUX HEB3aUMO-
CBSI3aHHBIX 00JIACTAX.

Bremnss 3amuTa A0mKHA 0oOecrieunBaThesl (PU3NUECKUMU CPEACTBAMH, OPraHU3allMOHHBI-
MU ¥ IpaBOBBIMU MepaMu. OHUM U3 Hauboliee yKpeIuIeHHbIX pyOexel mpu3BaHbl ObITh Cpe/icTBa
KpunTorpaguueckoi 3aluThl, peaii30BaHHbIe ¢ ucnoiab3oBaHueM texHonoruu VPN. [puxnannoit
YPOBEHb 3aIIUThI, YIUTHIBAIOIUI OCOOCHHOCTH MPEAMETHOM 001acTH, MPEACTABISACT BHYTPCHHUN
pyOex 3aIuTHhI.
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5.4. HenpepsbiBHOCTH 3amuThl [1/IH

3amura 1/l — HE pa3oBoe MepONPUATHE U HE MPOCTasi COBOKYMHOCTh MPOBEJICHHBIX MEPO-
MPUSATUNA U YCTAHOBJIEHHBIX CPEICTB 3alMThI, @ HEMPEPBHIBHBIN 1€JI€HANPAaBICHHBIN MPOLIECC, TIPE-
0JIararoLUi MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCeX 3Tamnax xu3HeHHoro nukia UCIIIH.

NCITIH 1omKHBI HAXOUTHCS B 3AILMIIEHHOM COCTOSHUM Ha MPOTSKEHUU BCErO BPEMEHU
X (QYHKIIMOHHPOBAHUSA. B COOTBETCTBUM C 3TUM MPUHIIMIIOM JOJHKHBI IPUHUMATHCSI MEPBI TI0 He-
nonyimieHuto nepexona MCII/IH B He3amMIeHHOE COCTOSIHUE.

BonbmHCTBY (DM3MUECKUX U TEXHUYECKUX CPENICTB 3AIIUTHI ISt 3((HEKTUBHOTO BBITIONHE-
HUS cBOMX (PYHKIIMI HEOOXOAMMA MOCTOSIHHAS TEXHUYECKasi U OpraHu3al[MOHHAsA (aIMUHUCTPATUB-
Hasl) TMOJIepKKa (CBOCBPEMEHHAss CMEHA W OOECIICUCHHE MPABUIBHOTO XPAaHEHUS W NMPUMCHCHUS
HMMEH, apoJiei, kiouel mudpoBaHus, NepeonpeieeHue moaTHoMouni u T.11.). [lepepriBbl B pado-
T€ CPEACTB 3aIUTHI MOTYT OBITh MCIIOJIH30BAHBI 3JI0YMBINIUICHHUKAMHE TSI aHAJIN3a IPUMEHSIEMBIX
METOJ0OB U CPEJICTB 3allMThl, JJI1 BHEIPEHUs CIELMAJIbHBIX MPOrPaMMHBIX M allapaTHbIX '"3akia-
JOK" M IPYTUX CPENICTB MPEOTOJICHHAS CHCTEMBI 3alTUTHI ITOCJIC BOCCTAHOBJICHUS €€ () yHKITHOHUPO-
BaHMUS.

5.5. CBOeBpeMEeHHOCTh

[IpenmonaraeT ynpexxaaronuii xapaktep Mep obdecnieuenus 6ezonacHoctu [1/]H, To ecTh mo-
CTAaHOBKY 3aj1a4 no komruiekcHo# 3amute UCIIIr u peanuszanuto mep obecrieueHus 6€30macHOCTH
[11n Ha panHux ctaauax pa3zpadotku UCII/IH B neqoM u ee cucTeMbl 3aluThl HHQOpPMAIMY, B Ya-
CTHOCTH.

Pa3paboTka cricTeMbl 3alIUTHI TOJDKHA BECTUCH MapaluleNIbHO ¢ pa3paboTKO U pa3BUTHEM
CaMOM 3aIlUIIaeMO CUCTEMBI. DTO MO3BOJUT y4eCTh TPeOOBaHUS OE30MACHOCTH MPU MPOESKTUPO-
BaHUU apXHUTEKTYPHI U, B KOHEYHOM cUeTe, co3AaTh Oojee 3¢ deKTuBHbIe (KaK Mo 3aTpaTtaM pecyp-
COB, TaK ¥ TI0O CTOMKOCTH) 3aIIUIIEHHBIC CUCTEMBI.

5.6. [IpeeMCTBEHHOCTH M COBEPILIEHCTBOBAHHE

[IpenmonaratoT NOCTOSIHHOE COBEPIICHCTBOBAHUE MEP U CPEACTB 3aIIUThl HHPOPMAIMK Ha
OCHOBE IIPEEMCTBEHHOCTH OPIaHMU3AIIMOHHBIX M TEXHUYECKUX PELICHMH, KaJpOBOrO COCTaBa, aHa-
mu3a pyaxumonuposanust UCIIIH 1 ee cucTeMsl 3alllUThI C Y4€TOM U3MEHEHHH B METOJaX U Cpe-
CTBax nepexsara nH(pOpMaIMK, HOPMATUBHBIX TPEOOBAHUIA 10 3aIMTe, JOCTUTHYTOIO OTEYECTBEH-
HOTO U 3apy0exHOro OmbITa B 3TOI 00s1acTu.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTh

[IpenmonaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecmneuenue Oe3omacHoctu [1JIH u cuc-
TEMBl X O0pabOTKM Ha KaXKJIOTO0 COTPYAHMKA B Tpeaesax ero MmojHoMouuil. B coorBeTcTBHM C
9TUM TPUHIIMIIOM pacIpe/iesICHHe NpaB U 00sI3aHHOCTEH COTPYTHUKOB CTPOUTCS TaKUM 00pa3om,
9TOOBI B Cllyyae JI000ro HapylleHUs] KpyT BUHOBHMKOB ObUT YETKO M3BECTEH WM CBEJIEH K MUHU-

MyMY.
5.8. [IpuHUMIT MUHUMH3AUHN TOJTHOMOYHIA

O3HayaeT mpeaoCcTaBlIeHUE MOJIb30BATEISIM MUHUMANBHBIX MPaB I0CTYIa B COOTBETCTBHH C
IIPOU3BOJICTBEHHOW HEOOXOIMMOCTBIO, HA OCHOBE NPHUHIMIA «BCE, YTO HE pa3pelIeHo, 3ampernie-
HOY.

Hoctyn k [1/IH m0omKeH npeaocTaBIATECS TOIBKO B TOM cliydae U 00beMe, €Clii 3TO He0O-
XOJUMO COTPYHUKY JJIsl BBITIOTHEHUSI €T0 TOJKHOCTHBIX 00s3aHHOCTEH.

5.9. B3aumoseiicTBue U COTPYIHHYECTBO

[Ipennonaraer co3zganue OnaronpusTHoil atMochepst B MOV «Jlerckuit cam Ne55», nis
CHID)KEHHUS BEPOSTHOCTH BO3HUKHOBEHHUS HETAaTHUBHBIX JIEUCTBUM CBS3aHHBIX C YEJIOBEYECKUM (hak-
TOPOM.

B Takoif 00cTaHOBKE COTPYAHHUKH JOJDKHBI OCO3HAHHO COOMIOIaTh YCTAHOBJICHHBIE ITPAaBUIIA
U OKa3bIBaTh COJICUCTBHE B ACATEIBHOCTH MOPA3AeIeHUI TEXHUYECKOHN 3aIluThl HH(popManuu.
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5.10. I'nbkocTh cuctembl 3amuThi [11H

[IpuHsATHIE MEPBI M YCTAHOBICHHBIE CPEJICTBA 3AIUTHI, 0COOEHHO B HAYaJIbHBIN MEPHOJ UX
9KCIUTyaTallii, MOT'YT 00eCleunBaTh KaK Ype3MEpHbI, TaKk U HEJOCTATOYHbIN YpOBEHb 3aIUTHI.
s obecnieueHUs] BO3MOXXHOCTH BapbHPOBAaHUS YPOBHEM 3alUIIEHHOCTH, CPEICTBA 3aIIUTHI
JIOJDKHBI 00J1a/1aTh ONpeeeHHON TnOKocThi0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBISETCS B TEX
cllydasix, KOTrJja YCTaHOBKY CPEJCTB 3aIUTHl HEOOXOJUMO OCYLIECTBIATh HA pa0OTAIOIIYI0 CHCTE-
My, HE HapylIas npolecca ee HopMaJbHOTO (YHKIIMOHUPOBAHUS.

5.11. OTKPBITOCTH AJTOPUTMOB M MEXaHU3MOB 3AIIUTHI

CyTh HpUHIUIIA OTKPHITOCTH QJITOPUTMOB M MEXAaHHU3MOB 3aIlIUThl COCTOUT B TOM, UTO 3a-
IMTa HE JTOJHKHA 00eCIeunBaThCS TOJBKO 32 CUET CEKPETHOCTH CTPYKTYPHOMH OpraHU3alfy U aJiro-
PUTMOB (PYHKIIMOHUPOBAHUSA €€ MOJCHUCTEM. 3HAHHE AITOPUTMOB PaOOTHI CHUCTEMBI 3AIIUTHI HE
JIOJDKHO J1aBaTh BO3MOXKHOCTU €€ TpeojiofieHus (Jaxke aBropam). OmHAaKO, 3TO HE 03HAYAET, UTO
uHpOpMAIIHS 0 KOHKPETHOM CUCTEME 3aIUThI JI0JDKHA OBITh OOIIEIOCTYITHA.

5.12. IIpocToTa NPpUMEHEHUsI CPEACTB 3aLIUTHI

MexaHu3Mbl 3alIUThl JOJKHBI ObITh MHTYWTHMBHO IHOHSATHBI M MPOCTHI B MCIIOJIb30BAHUM.
[IpumeHeHue CpeaCTB 3aIUThl HE TOJKHO OBbITh CBA3aHO CO 3HAHHEM CHEIUAJIbHBIX S3bIKOB UJIU C
BBINIOJIHEHUEM JIEUCTBUM, TPEOYIOIINX 3HAYMTEIBHBIX JOMOJIHUTENIBHBIX TPYA03aTpaT MpU OObIU-
HOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSIIKOM I10JIb30BaTENEH, a TaKkKe He JOKHO
TpeOOBaTh OT MOJb30BATENS BBINOJHEHUS PYTHMHHBIX MAaJONOHATHBIX €My omepauuii (BBOJ He-
CKOJIBKMX MapoJjieil U uMeH | T.1.).

JlomkHa gocturarbesl aBTOMAaTU3alMsl MaKCUMAJIBbHOTO 4HCJIa JIEUCTBUH IOJIb30BaTENICH U
aamuauctpatopo UCTI/IH.

5.13. Hayuynasi 000CHOBAHHOCTb U TeXHHYeCKAasl peajin3yeMocTh

WNudopmaninoHHble TEXHOJIOTUH, TEXHUUYECKHE U MPOrpaMMHbBIE CPEJICTBA, CPEJICTBA U MEPHI
3alUThl HHPOPMALIMK JTOJDKHBI OBITh peain30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSI HAyKH U
TE€XHUKH, HAy4YHO OOOCHOBAHBI C TOUKH 3PEHUS JOCTHKEHUS 3a/laHHOTO YPOBHS 0€301MaCHOCTH UH-
(opMaIMu U JOJKHBI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOPMaM U TPeOOBAaHUM 110 0€3011acHOCTH
I/H.

C3I1/1n nomxkHa ObITh OPUEHTUPOBAHA HA PELICHHUS, BO3MOXKHBIE PUCKHU Il KOTOPBIX M Me-
Pl IPOTUBOJEHUCTBUS 3TUM PUCKAM MPOILIM BCECTOPOHHIOI TEOPETHUECKYI0 M MPAKTHUYECKYIO
IIPOBEPKY.

5.14. Cnenuanu3anus 4 npoeccuoHATU3M

[IpenmonaraeT npuBieUeHUE K pa3pabOTKe CPEACTB U peaau3aldyd Mep 3aluThl HHPopMa-
UM CTICIMAIM3UPOBAHHBIX OpPTaHU3aINi, HanOoJee MOATOTOBICHHBIX K KOHKPETHOMY BHIY Jesi-
TETBHOCTH MO oOecnedeHuto 6e3onacHocTr [1/1H, MEIOMUX OMBIT MPAKTUYECKON pabOTHI U TOCY-
JApCTBEHHYIO JIMIICH3UIO Ha TIPAaBO OKa3aHHs yCIYr B 3TOW oOnacTu. Peanmm3anusi aiMUHUCTPATHB-
HBIX MEpP M IKCIUTyaTallys CPEeJICTB 3aIIUTHI TIOJDKHA OCYIIECTBIATHCS MPOGECCHOHATBHO MOATOTOB-
neHHaeiMH crermanuctamu OB (OMCY).

5.15. O6s13aTeIbHOCTH KOHTPOJIS

[Ipeamnonaraer 00s3aTEILHOCTh M CBOEBPEMEHHOCTH BBISBJIICHUS W MPECEYCHHUS IMOIMBITOK
HapyIICHUsS YCTAaHOBJICHHBIX MPaBHII obecrieueHus: Oe3omacHocTr [1/[H Ha OCHOBE MCIOJIB3YEMBIX
CHUCTEM M CPEJCTB 3allUThl HHPOPMAIIMU TIPU COBEPIICHCTBOBAHHH KPUTEPHUEB U METOJIOB OIICHKH
3¢ (HEKTHBHOCTHU ITUX CHCTEM U CPEJCTB.

KoHTponb 3a nearensHOCThIO JIF000TO MONIb30BaTeNs, KaKIA0ro CPeCTBa 3alUThl U B OTHO-
[ICHUH JIF000T0 00BEKTA 3aIUTHI TOJKEH OCYIIECTBIISTHCS HA OCHOBE IIPUMEHEHUS CPEJICTB Olepa-
TUBHOTO KOHTPOJISL U PETUCTPAIINH U JOJKEH OXBaThIBATh KaK HECAHKIIMOHUPOBAHHbBIE, TAK U CaHK-
IIMOHUPOBAHHBIEC JICHCTBHS MTOJIb30BATEIICH.
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6. MEPBI, METO/Ibl U CPEJICTBA OBECIIEYEHUSI TPEBYEMOI'O YPOBHS
SAIMUIEHHOCTH

Obecrnieuenue TpeOyeMOro ypoBHS 3alIUIIEHHOCTH JOKHOCTH IOCTUTATHCS C UCTOIb30Ba-
HUEM Mep, METOJIOB U cpecTB Oe3omacHocTh. Bee mephl o0ecnieuenus 6e3onacHocta UCIT/Ix
MO/IPA3/EIISIFOTCS Ha:

- 3aKOHOJaTe/IbHbIE (PAaBOBBIE);

- MOPAJIbHO-3THYECKHE;

- OPraHM3alMoOHHbIe (AIMUHUCTPATUBHDbIE);

- pu3HYeCcKuUe;

- TeXHHYeCKHUe (anmapaTHbie U MPOrpaMMHbIe).

[lepeuens BbIOpaHHBIX Mep oOecrieueHus: 6e30MacHOCTH oTpaxaeTcs B [lnane meponpusaruit
10 00€CTIEYeHHIO 3aIIUTHI IEPCOHANBHBIX TaHHBIX.

6.1. 3akoHoaaTeIbHBIE (IPABOBbIE) MEPHI 3AIIIUTHI

K npaBoBeIM MepaM 3alMTBI OTHOCATCS IEUCTBYIOIHUE B CTPAHE 3aKOHBI, YKa3bl U HOpMa-
TUBHBIE aKThl, perJlaMeHTUpYIoIKe npaBuia obdpamienus ¢ [1/IH, 3akpernistomue mpasa U 00s3aH-
HOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOILEHUH B Mpoliecce ee 00padOTKU U UCIOIb30BaHUs, a
TaK)K€ YCTaHABJIMBAIOLIME OTBETCTBEHHOCTh 3a HAPYLICHUS 3TUX MPABWI, IPEMIATCTBYS TEM CaAMBIM
HeIlpaBOMepHOMY ucnofib3oBaHuio I1JIH 1 sBnstonMecs caepKuBaroIuM (HakTopoM sl MOTEHIIU-
aJIbHBIX HAPYLIUTEICH.

[IpaBoBbIe MepbI 3aLUTHI HOCST B OCHOBHOM YITPEXIAIOLIUH, MPOPUIAKTUYECKUI XapaKTep
U TpeOyIOT NOCTOSHHOW Pa3bsICHUTEIBHON paboThl ¢ MOIb30BATENIIMU M OOCITY>KUBAIOIIUM TEpPCO-
HAJIOM CHUCTEMBI.

6.2. MopanbHO-3THYECKHE MePbI 3aIUThI

K MopasibHO-3THUECKUM MepaM OTHOCSITCSI HOPMBI TIOBEICHHS, KOTOPBIE TPATUIIMOHHO CJIO-
KHUIIACh WM CKJIAJIBIBAIOTCS IO Mepe pactpocTpaHeruss DBM B cTpaHe uinm o01iecTBe. DT HOPMBI
OOJIBIIIEN YaCThIO HE SBIISIIOTCS 00S3aTENIbHBIMU, KaK 3aKOHOAATEIPHO YTBEP)KICHHBICE HOPMATH B-
HBIE aKThI, OJIHAKO, UX HECOOIIIO/IEHNE BEJIET OOBIYHO K MaJeHUI0 aBTOPUTETA, TIPECTHKA YEIOBeKa,
TPYIIIBI JIWI] WK OpraHu3aniui. MopaabHO-dTHYECKHEe HOPMBI OBIBAIOT KaK HEMHCAHbIC (HampuMep,
o0IIenprU3HaHHBIE HOPMBI YECTHOCTH, TATPUOTHU3MA U T.I1.), TAK U MUCAHbIE, TO €CTh 0(OPMIICHHBIE
B HEKOTOPBIN CBOJ (yCTaB) MpaBUJI WIIH MPEATHCAHUM.

MopanbHO-3TUYECKHUE MEPHI 3aIUTHI SBISIOTCS TPOPUITAKTHISCKUMU U TPEOYIOT MOCTOSTH-
HOHM PabOThI MO CO3/IaHUIO 37J0POBOTO MOPAJIBHOTO KJIMMaTa B KOJUIEKTHUBAx mojpasnueieHuii. Mo-
PaJbHO-3TUYECKUE MEPHI 3AIIUTHI CHIKAIOT BEPOSTHOCTh BO3HUKHOBEHHUS! HETATUBHBIX JIEUCTBUUI
CBSI3aHHBIX C Y€JIOBEUYECKUM (haKTOPOM.

6.3. Opranu3zanuoHHble (AAMUHUCTPATHBHbIE) MePbI 3AIIIMTHI

Opranu3anMoHHbIe (aJMHUHUCTPATHUBHbBIE) MEPBI 3aLIUTHI - 3TO MEpPbl OPraHU3ALMOHHOIO
XapakTepa, periaMmeHTupyromume npouecchl GpynkiumonupoBanus MCII/IH, ucnonbs3oBanue pecyp-
coB UCII/IH, neATenbHOCTb OOCITY)KHMBAIOLIET0 MEPCOHANA, a TAKXKE MOPSJIOK B3aUMOAECHCTBUS
nons3oBareneid ¢ UCIIn Takum oOpa3oM, 4yTOOBl B HAaMOOJBIICH CTENEHU 3aTPyJHHUTH MU HC-
KJIFOUYUTh BO3MOXHOCTh peasn3allui yrpo3 0€300aCHOCTH WIIM CHU3UTh pa3Mep MOTeph B clydyae UX
peanusanuu.

I'maBHas nenp aAMMHHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICHIIEM YIIPABICHUECKOM
ypoBHe — chopmupoBath [lonutuky napopmarmonno 6e3omacHoctu [1/IH (oTpakaromiyto moaxo-
Il K 3amuTe MHGOpMaIKM) U 00eCreunTh €€ BBIOJHEHHE, BbLAEIAS HEOOXOIMMbIE Pecypchl U
KOHTPOJIUPYS COCTOSIHUE JEJI.

Peanmuzanus [omutuku nndopmarmonHoit 6ezonacHoctu I1/Jn B UCIIAH cocTosaT u3 mep
aJIMUHHUCTPATUBHOTO YPOBHS U OPraHU3aIMOHHBIX (IIPOLIEAYPHBIX) MEP 3alIUThl HH)OPMALIUH.
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K agMHHHCTPAaTUBHOMY YPOBHIO OTHOCATCS PEUICHUS PYKOBOJCTBA, 3aTparuBarolIue Jes-
tenbHOCTH UCTI/IH B menmom. Dty pemienus 3akperuisitorcst B [lonutuke wHGOpMAIIMOHHON 0e30-
nacHocTu. [Ipumepom Takux pereHuit MOoryT ObITh:

- IPUHSATHE pelleHusi 0 (POPMUPOBAHNM WIN NEPeCMOTPe KOMILJIEKCHOH MPOrpaMMbl
o0ecnieyenus 0ezonacHocTu I1/{H, onpenesieHre 0TBETCTBEHHBIX 32 ee peau3aluio;

- (popmyJIHpOBaHME LeJIei, IOCTAHOBKA 3a/1a4, OllpeJeJIeHUe HANIPABJICHU I eI Teb-
HOCTH B o0J1acTu 0e3onacHocTu I1/1H;

- o0ecrieyeHre HOPMATUBHOI (MPaBOBOii) 0a3bl BONPOCOB 0€30MACHOCTH U T.II.

[TonuTHKa BEpXHETro yPOBHS TOJKHA YETKO OYEPTUTH Chepy BIMSHUS U OTPaHUYCHUS MTPU
onpeneneHuu 1eneit 6esonacHoctu [1/1H, onpenennTs KakMMU pecypcamu (MaTepuaibHbIe, IEPCO-
HaJl) OHU OYAYT JOCTUTHYTHI U HAMUTU Pa3yMHBIH KOMIPOMHUCC MEXKIY IPUEMIIEMBbIM YPOBHEM
6e3omacHocTH 1 pyHKIMOHATEHOCTRI0 MCIT/]H.

Ha oprann3zanmoHHOM ypOBHE OINPEAEIISIOTCS MPOLIEAYpPhl U MPaBHIIa JOCTHKEHUS LeIeH U
pemenus 3anay [lonmutrku naGopManuoHHoM 6e3onacHocT [1/]H. DT mpaBmiIa onpeensioT:

- KaKoBa 00J1aCTh NPUMEeHEeHUuA NoJAMTUKH Oe3onacHocT I1/1H;

- KAKOBBI POJIM M 00I3aHHOCTH JI0JIKHOCTHBIX JIUII, OTBEYal0IIUe 32 IPOBe/IeHHe 10-
Jutuku 0ezonacHoctu II/[H, a Tak ke MX YCTAHOBUTH OTBETCTBEHHOCTh ;

- KTO uMeeT npasa gocryna K IJIx;

- KAKHMM MepaMu M cpeacTBaMu odecnieunBaercs 3amura [1/1n;

- KAKMMM MePaMHU M CPeJACTBAMHU 00ecne4YnBaeTCsl KOHTPOJIb 32 c00JII0leHieM BBe/leH-
HOI'0 pe:xuMa 0e30IaACHOCTH.

Opra"u3anuoOHHbIE MEPHI JOJIKHBI:

- IPpeAyCMATPUBATH PerJiaMeHT HH(POPMALMOHHBIX OTHOICHHU I, HCKJIYAKIIHNX BO3-
MOKHOCTH HECAHKIIHOHHPOBAHHBIX /IeliCTBUII B OTHOIIEHUH 00bEKTOB 3alUTHI;

- onpeesATh KOAJIMIUOHHBbIE U HepapXuYeCKue MPUHUMIIBI M MeTOAbI pa3rpaHU4YeHHUs
nocryna k I1/1x;

- onpeesATh NOPSAAOK PadoThl ¢ IPOrPAMMHO-MATEMATHYECKUMHU M TEXHUYECKUMH
(anmapaTHble) CPeICTBAMU 3AIIUTHI M KPUNITO3AIMTHI M IPYTUX 3aIIUTHBIX MEXaHNU3MOB;

- opranu3oBathb Mepsl nporuBoaeiicTeus HC/l moab3oBaTeassMu Ha 3Tanax ayTeHTH-
pukanumn, apTopu3anMu, HIASHTH(PUKAINH, 00eCTIeYNBAIOIIUX TAPAHTHH Peau3alui NMPaB U
OTBETCTBEHHOCTH CY0bEKTOB HH(POPMALNMOHHBIX OTHOLICHUIA.

B opranmzanuoHHbie MEpPHI JOKHBI COCTOSITh U3:

- per;iamenTa gocryna B nomemenusi UCIIn;

- MOPS/IOK JI0MYCKA COTPYAHUKOB K Hcnojib30BaHuI0 pecypcoB UCITIIn MIAOY «/let-
ckuii cag Ne55x»;

- per;jiaMeHTa NmpoueccoB BeleHUs 023 JaHHBIX U OCYLECTBJIEHUSA MOAU(PUKAIIUM UH-
(popManOHHBIX pecypcoB;

- per;jiaMeHTa MmpoueccoB 00CAY;KMBAHUA M OCYIIECTBIECHHSI MOAU(UKAINH annapaT-
HBIX M NporpamMMHbIX pecypcoB UCII/IH;

- nHcTpykuuii nosn3oBarteseit UCIIIn (agMmunucrparopa UCIIIn, aamuuucTparopa
oe3onacHoctu, oneparopa UCII/In);

- HHCTPYKIHA MOJIb30BaTeJIs IPU BOSHUKHOBEHNH BHEIITATHBIX CHUTYAIHii.

6.4. ®usnyecKkue Mepbl 321U THI

du3nueckue MCPBI 3alIUTEI OCHOBAHBI HA MTPUMECHCHUHN Pa3HOro poJa MCXaHUYCCKUX, IJICK-
TPO- HUIIN JJICKTPOHHO-MEXAHUYCCKUX YCTpOﬁCTB )51 COOpy)KeHHﬁ, CIIeUAJIbHO NMPEAHA3HAYCHHBIX
JJI1 CO3aaHuA (1)I/I3I/I‘-ICCKI/IX HpeHHTCTBI/Iﬁ Ha BO3MOJXHBIX ITYTAX IMMPOHUKHOBCHUA U OOCTYIIA ITIOTCH-
IHUaJIbHBIX Hap}/'H_II/ITeJ'IeI‘/JI K KOMIIOHCHTaM CHUCTCMBI U 3a1u1/1111aeM0171 I/IH(I)OpMaI_[I/II/I, a TaK)KC TCXHHU-
YCCKHUX CPEACTB BU3YyaJIbHOI'O Ha6HIOI[€HI/I$I, CBsA3U U OXpaHHOI\/JI CHUT'HAJIM3all1uH.

du3nueckas 3aluTa SHaHHfI, HOMCH_ICHI/II‘/JI, 00BEKTOB U CpcacTB I/IH(bOpMaTI/ISaL[I/II/I JOJI>KHa
OCYHICCTBIIATHECA IIYTEM YCTAHOBJICHUSA COOTBCTCTBYIOIIUX ITOCTOB OXPAaHLI, C TOMOMIBIO TCXHUYC-
CKHUX CpCACTB OXpaHbl UJIN TOOBIMHU ApyrumMunu CHOCO6aMI/I, npeaoTBpalarommmMu Wik CyYIeCTBEHHO
3aTPYAHAIOIIMMHU TPOHUKHOBCHHUE B 3JaHUC, MOMCIICHUA MOCTOPOHHUX JIMI, XHIICHUC I/IH(l)OpMa-
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IIUOHHBIX HOCHUTEJICH, CaMHUX CPEICTB MHGOPMATH3AINH, UCKIIOYAOIIMMH HaXOXXJIECHHUE BHYTPHU
KOHTPOJIUPYEMOM (0XpaHsAEMO) 30HbI TEXHUYECKUX CPECTB Pa3BEIIKH.

6.5. AnnapaTHo-nporpaMMHble cpeacTBa 3amuThl [/

TexHuyeckue (ammapaTHO-MPOTPAMMHBIE) MEphl 3aIIMTHl OCHOBAaHbI Ha HCIOJIb30BAaHUU
Pa3IUYHbIX 3JEKTPOHHBIX YCTPOMCTB M CIIELUAIbHBIX Iporpamm, Bxoasmux B coctaB MCIIH u
BBIMOJTHSIOMIMX (CaMOCTOSITENIbHO MM B KOMIUIEKCE C APYTUMHU CPeICTBaMU) (YHKIMH 3aIIUTHI
(upeHTH(UKALINIO U ayTEHTU()UKALIMIO MTOJIb30BATENEH, pa3rpaHUUeHIE JOCTYIA K pecypcam, peru-
CTpaIMIO COOBITUH, KpUIITOTpadruecKoe 3aKphITHE HH(POPMALIUU U T.J1.).

C yuetoMm Bcex TpeboBaHMi M npuHIKIOB obecriedenus Oezonacuoct 1 B MCII/IH 1o
BCEM HAIpPaBJICHHUIM 3allUThl B COCTaB CHCTEMBbI 3alUThl JODKHBI OBITH BKIFOUEHBI CIEIYIOIINE
CpeJICTBa!

- CpeACTBA HACHTU(UKAIUYU (OTO3HABAHUSA) U ayTeHTU(UKAIUYU (MOATBEPKICHUSA
NOAJTMHHOCTH) noJsib3oBaresieit UCII/IH;

- CpeCTBa pasrpaHU4eHHs J0CTYNA 3aPeruCTPMPOBAHHBIX MOJIb30BaTe/Ieil CHCTEMBI K
pecypcam UCII[In MJAOY «derckmii cag Ne55»;

- cpeacTBa o0ecreYeHnsl U KOHTPOJIA HEJOCTHOCTH MPOrPaMMHBIX M HH(GOPMALMOH-
HBIX PecypcoB;

- CPe/ICTBA ONEPATHUBHOI0 KOHTPOJISI M PErucTpPaluu COObITHI 0€30MACHOCTH;

- Kpunrorpaguyeckue cpeacrsa samurhbl I1/IH.

VYcnenHoe NpuMeHeHne TEXHUYECKUX CPE/ICTB 3aIUThl HA OCHOBAHUU NPUHLIUIIOB (pa3ien
5) npernonaraet, 4To BHIOJHEHUE MIEPEUUCICHHBIX HIKE TPeOOBaHHIA 00eCIieueHO OpraHu3aly-
OHHBIMU (aIMUHHUCTPATUBHBIMHU) MEPAMU U UCHOIb3YEMBbIMU (PU3NUECKUMU CPEACTBAMH 3aIUTHI:

- o0ecnevyeHa puznyeckas ueaocTHOCTh Bcex komnoneHT UCII/In;

- KasKkaplil corpyaHuk (moab3oBarenb UCII/IH) niau rpynna mojb3oBaresieii uMeeT
YHHKAJIbHOE CHCTeMHOe HMSI H MUHMMAJIbHO He00X0AMMBbIe /ISl BBINOJHEHHUS UM CBOMX
(PyHKIHOHANBHBIX 003aHHOCTE MOJHOMOYHSA M0 JOCTYNY K pecypcamM CUCTEeMbI;

- Bce H3MEHeHHUs1 KOH(PUTypanun TeXHu4ecKux u nporpammubix cpeacts UCI/In
NPOM3BOASATCH CTPOr0 YCTAHOBJICHHBIM MOPSAAKOM (PErucTPUPYIOTCS U KOHTPOJIUPYIOTCSH)
TOJBKO HA OCHOBAHUM pacnopsizkeHUH pykoBoacTea MY "Ynpasienue odpasosanus " aa-
muHucTpanuu MOI'O "Yxra";

- ceTeBOe 000py/i0BaHME (KOHIEHTPATOPbl, KOMMYTAaTOPbl, MAPLIPYTHU3ATOPHI U T.I1.)
pacnoJiaraercs B MecTax, HeJOCTYIHbIX /15l IOCTOPOHHMX (CIeNMATbHBIX NOMEIICHUAX,
mkadax, u T.11.);

- cnequagucramu MY "Ynpasienue odpazosanus "' agmuaucrpanun MOI'O "Yxra"
OCYLLeCTBJIsSIeTCSl HellpepbIBHOE YIIPaBJieHHe U aAMMHUCTPATUBHASA NMOAAeP:KKa GyHKIY OHH-
POBaHUsI CPE/ICTB 3aIUTHI.

7. KOHTPOJIb D®PEKTUBHOCTHU CUCTEMbI 3AIIUTHI UCI1 An

Kontpons sdpdexkruHoctrn C3IT/IH m0MKEH OCYIIECTBISETCS HA TIEPHOJUIECKON OCHOBE.
Lenbto KOHTPOIIs 3 (HEKTUBHOCTH SIBIISETCS CBOCBPEMEHHOE BBISBIICHUE HEHAJICKAIINX PEKIMOB
pabotsl C3I1/IH (oTKIIOUEHHE CPENCTB 3aIIUThl, HAPYIIEHUE PEKUMOB 3AIIUTHI, HECAHKIIMOHUPO-
BAHHOE M3MEHEHUE PEKMMa 3aIUTHI U T.11.), @ TaK MPOTHO3UPOBAHKUE U IPEBEHTUBHOE pearupoBa-
HUE Ha HOBbIE yrpo3sl 6e3omacHocTu [1/1H.

KoHTpons MOXeT mpoBOauThCS Kak agmMuHHCTpaTtopamu OezomacHoctu MCIILIH (omepa-
TUBHBIA KOHTPOJIb B mporecce nHpopmammonHoro B3aumoaericteus B UCII/IH), Tak 1 npuBiekae-
MBIMU JJISl 3TOM 1€ KOMIETEHTHBIMU OPraHu3alUsMH, UMEIOIIMMHU JIMLIEH3UIO HA 3TOT BUJ Aes-
tenbHOCTH, a Takke PCTIK Poccuu u @Ch Poccun B nipesenax ux KOMIETEHIIUH.

KoHTponb MOXKET OCYHIECTBIATHCS aIMUHHCTPATOPOM OE€30MaCHOCTH Kak C TOMOIIBIO
IITaTHBIX CPEJICTB CUCTEMBI 3aluThl [1J{H, Tak U ¢ TOMOIIBIO CHIEIIMANIBHBIX TPOTrPAMMHBIX CPEJICTB
KOHTPOJIA.
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Onenka 3¢ dextruBHOCTH Mep 3amuThl [1/[H MpoBoaUTCS ¢ UCTIOIB30BaHUEM TEXHUYECKUX U
MIPOrPAMMHBIX CPEJICTB KOHTPOJIS Ha IPEIMET COOTBETCTBHSI YCTAHOBICHHBIM TPEOOBAHUSIM.

8. COEPBI OTBETCTBEHHOCTMU 3A BE3OITACHOCTD I1/{n

OTBETCTBEHHBIM 32 Pa3pabOTKy Mep U KOHTPOJIb HaJl O0ecrieueHneM 0e30TacHOCTH MepPCo-
HaJIbHBIX AaHHBIX sABIgeTcs 3aBenytomuii MJIIOY «Jletckuit cag NeS5». 3aBenyromuii MOXKeET Aene-
TUPOBATh YACTh TOJTHOMOYHI MO0 00€CTIeUeHUI0 OE30TaCHOCTH MePCOHABLHBIX JIAHHBIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOAUTENS BKIIIOYAET CIAECAYIOIINE HAMIPaBIEHUs 00ecTieueHUs
6e3omnacuoctu [1/[H:

- [lnannpoBanue u peaausanus mep no odecrnedeHuro oezonacuoctu I/1H;

- AHasm3 yrpo3 0esonacuoctu I1/IH;

- Pa3pa0oTky, BHeApeHH e, KOHTPOJIb HCIIOJIHEHUS M NOJAEP:KAHUE B AKTYAJIbHOM CO-
CTOSIHUM MOJUTHK, PYKOBOJACTB, KOHIENIHIi, IPOLeayp, per’iaMeHTOB, HHCTPYKIUI U APYyrux
OPraHU3aUMOHHBIX IOKYMEHTOB 110 00ecrne4eHn 0 0e30MacHOCTH;

- Konrtpous 3ammmennoctu UT undpacrpykrypsl MIAOY «lerckuii cag NeS5» ot yr-
po3 Ub nyrtem;

- O0yuenne u nHpopmupoBanme nob3oBareseit UCIIH, o nopsinke padorsl ¢ I1/{n n
CpeACTBAMH 3aIMTHI;

- I[IpenorBpanienne, BbIABJI€HUE, pearHPOBAHNE U Pacc/ie]0BaHue HApylIeHui 0e30-
nacHoctu I1JIn.

[Ipu B3auMoIeHCTBUM CO CTOPOHHUMM OPTaHU3ALUSAME B CIydasix, KOrJa COTPYIHUKAM
ATHX OpraHU3aIHid TPEAOCTABISETCS JOCTYI K 00BEKTaM 3aluThI (pasnen 3), C STUMH OpTraHu3a-
LUSIMH JIOJDKHO OBITh 3aKimtoueHo «CorameHne o KOH(QUASHIHAIbHOCTHY, 1100 «CornameHue o
cobOmoaenun pexxuma 6ezonacuocty [1/1x npu Beimonnenuu padot B UCTIn».

9. MOJAEJIb HAPYIIUTEJISA BE3OITACHOCTH

[Hon napymmrenem B OB (OMCY) nonumaeTtcs JTu10, KOTOPOE B pe3yibTaTe yMBIILICH-
HBIX MJIM HEYMBIIUIEHHBIX IEHCTBUNA MOXET HaHeCTH yiiepO oObeKTaM 3amuThl (pas3aen 3).
Hapymmrenn nonpasnensrores no npusHaky npuHauiesxxanoctd k UCITIH. Bee mapymmre-
JIM IEJISATCS Ha ABE TPYIIIBL:
e BHelIHHMEe HAPYWIUTENU — (PU3MUecKHe Tulla, HE UMEIOIINe MpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIHUPYEMOM 30HBI, B IMpeaesiax KOTOpoi pa3MelniaeTrcs o0opyo-
Banue UCII/IH;
e BHYTpPeHHHe HAPYLIUTeIH — QU3NYECKHUE JIUIA, UMEIOIUE PaBO MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B Mpejesax KOTOPOW pa3MmernaeTcs o00opyro-
Banue NCII/H.
Knaccudukanus napymmreneit npeacrasiena B Mogenu yrpo3 6€30MacHOCTH TEPCOHATb-
HBIX JaHHBIX Kaxxmgou UCII/IH.

10. MOJEJIb YI'PO3 BE3OITACHOCTH

Jns UCTTIIn MOV «/lerckuit cag Ne55» - BBIIENAIOTCS CIEYIOUIME OCHOBHBIE KATETOPUHU
yrpo3 6€30MaCHOCTH MEPCOHANIBHBIX JTAHHBIX :

1) Yrpo3bl OT yTEUKH 1O TEXHUUECKUM KaHaIaM.

2) Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JTOCTYIA K HH(POPMAIIHK:
- Yrpo3sl yHUUTOKEHUS, XulleHns: anmapatHeix cpencts MCIIAn HocuTenelr nadopmMaun myrem
¢usnyeckoro pocrymna k anemenram UCII/IH.
- Yrpo3bl XUIEHUS, HECAHKIIMOHUPOBAHHOW MOAM(PHUKAIUN WX OIOKMPOBaHUs MHGOpMaLUU 32
cyeT HecaHkimoHupoBanHoro aoctyna (HCJ/]) ¢ mpumeHeHneM mporpamMMHO-anmapaTHbIX U Mpo-
IPaMMHBIX CPEJICTB (B TOM YHCJIE MPOrPaMMHO-MAaTEeMaTUYECKUX BO3ICHCTBUIA).

18



- Yrpo3sl HE MpeTHAMEPEHHBIX ACHCTBHUI MONb30BaTeNel U HapyIIeHU Oe30macHoCcTh (PYHKIHO-
aupoBanus UCII/Ia u C3I1/IH B ee cocTtaBe u3-3a COOEB B IPOrpaMMHOM OOCCIICYCHHH, a TAKKE OT
yrpo3 HEAHTPOIIOT€HHOTO (COOEB ammaparypsl H3-3a HEHA/ICKHOCTH 3JIEMEHTOB, COOEB AIIEKTPOITH-
TaHUs) U CTUXUIHOTO (YAapOB MOJHHI, MM0KapoB, HABOJAHEHUH U T.I1.) XapaKTepa.

- YTpo3bl IpeTHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HapYLIUTEIICH.

- YTp0o3bl HECAaHKIIMOHUPOBAHHOTO JOCTYTIA IO KaHAJIaM CBS3H.
Onucanue yYrpos, BEpOATHOCTL UX pCajin3alilii, OIMMACHOCTb U aKTYaJIbHOCTb MPCACTABJICHBI
B Mogenu yrpo3 6€301MacHOCTH MEPCOHANIBHBIX JaHHbIX Kaxaou MCIIIH.

11. MEXAHUW3M PEAJIN3AIIUU KOHLEIIIINHU

Peanuzanusa KoHuenmuu Jo/pKHA OCYHIECTBIATHCA HA OCHOBE IIEPCIIEKTUBHBIX TPOTrPAMM H
IJIAHOB, KOTOPBIE COCTABIISAIOTCS HA OCHOBAaHUU U BO UCIIOJHEHUE:

- (pefepaIbHBIX 3AKOHOB B 00/1aCTH o0ecredyeHHs] HHGPOPMALMOHHOM 0€30I1ACHOCTH U
3alUThI HH(pOpMaLHHU;

- nocranosJieHuii IIpaBurtennbcrBa Poccuiickoit @eaepannu;

- PYKOBOJSIIIMX, OPTraHN3ANHOHHO-PACIIOPSIAUTEIbHBIX M METOAMYECKUX JOKYMEHTOB
OCTIK Poccun;

- morpednocreii UCII/{n B cpeacTBax obecnedenus 0e30nacHocTH HHGOPMANKH.

12. O KUJTAEMBIN DPPEKT OT PEAJIM3AIIAN KOHIEIIIUA

Peammzanus Konnenmu 6e3onacaoctu [1/{n 8 UCITIH mo3BonwuT:

- oueHUTH coctosiHue Oe3omacHocTH HHGopmMauuu WCIIAH, BHIABUTHL MCTOYHHKH
BHYTPEHHHMX M BHEIIHUX Yrpo3 HHGOPMAIUOHHON 0€30MaCHOCTH, ONPeIeIUTh NPHOPUTETHLIE
HaINpaBJICHHS NPeI0TBPALLCHUS, OTPAKEHHUS U HeTPAJIU3aLUU ITHX YIPO3;

- pa3pabdoraTh pacnopsiauTelIbHble H HOPMATHBHO-METOAUYECKHE JOKYMEHTHI MPUM e-
HuteJbHo K UCIIIH;

- npoBecTH Kjaaccupukanuio u ceprupuxanuo UCII1An;

- MPOBECTH OPraHU3ALMOHHO-PEKMMHbIC U TEXHHYECKHE MEpPONPHUATHA 1O odecrede-
Huio 06ezonacuoctu I/In B UCII/In;

- o0ecne4YuTh HEOOXOAMMBIH YPOBEHb 0€30IIACHOCTH 00bEKTOB 3aIUTHI.

OcyIecTBICHHE ITUX MEPOIPUATUNA 00€CTICUUT CO3/IaHUE €IUHOM, 1IEIOCTHOM U CKOOPIU-
HUPOBaHHOH cucteMbl HHPpopmanmonnoit 6e3onacHocty UCIIJIH 1 cozmacT yciaoBus Ajs ee Jab-
HEWIIEro COBEpUICHCTBOBAHUS.

13. CIIMCOK UCITIOJIb30BAHHBIX UICTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMH M METOJINICCKUMU JOKYMEHTaMH, Ha KOTOPBIX 0a3u-
pyercs HacTosas KoHenus siBisiroTCst:

1 ®enepanbubii 3akoH oT 27.07.2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» (qanee —
@3 «O mepcoHaNbHBIX JAHHBIX)), YCTAHABIMBAIOIINI OCHOBHBIC MPUHITUIIBI U YCIOBHS 00paboTKH
[111, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YYaCTHHUKOB OTHOIICHHH, CBSI3aHHBIX ¢ 00pa0OTKOM
I11n.

2 «Ilonoxxenne 06 obecneyeHUM 0E30MACHOCTH MEPCOHAIBHBIX JIAHHBIX MPU UX 00padoTKe
B MH()OPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JAHHBIXY», yTBepxkaeHHoe [locTanoBnerunem [IpaBu-
tenbcTBa PO o1 17.11.2007 1. Ne 781.

3 «llopsimox mpoBeneHus: kiaccu(pukanuu MHPOPMALMOHHBIX CHCTEM IMEPCOHAIBHBIX J1aH-
HBIX», yTBepkAeHHbIH coBMeCTHBIM [Ipukazom @CTIK Poccum Ne 55, ®Cb Poccun Ne 86 u Mu-
HuH(popMeBsizu PO Ne 20 ot 13.02.2008 r.

4 «[lonoxenune 06 0cOOEHHOCTIX 00pabOTKU MEPCOHANBHBIX JAHHBIX, OCYIIECTBIsIEMOM 0e3

WCITOJIB30BAHUs CPEACTB aBTOMATU3aLMNY, yTBepKaeHHOE [TocTtanoBnenuem IIpasurenscTtea PO ot
15.09.2008 r. Ne 687.
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5 «TpeboBaHus K MaTepHallbHBIM HOCHUTESIM OMOMETPUYECKUX MEPCOHAIBHBIX JAaHHBIX U
TEXHOJIOTUSIM XPaHEHUsI TAKUX JAHHBIX BHE WH(POPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIXY,
yTBepkaeHHbIe [locTranoBnenuem IIpaBurensctBa PO ot 06.07.2008 . Ne 512.

6 HopmatuBHO-MeTOIMUECKHE JTOKyMEHTH DenepanbHONW CIYyKOBI 10 TEXHUYECKOMY |
JKCTIepTHOMY KOHTpoJito Poccuiickoit @enepanuu (ganee - ®CTOK Poccun) mo obecrneueHuro
6e3omacuoctu [1/11 nmpu ux o6padotke B UCIIH:

7 PexomeHnanuu mo obecneuyeHuto 0€30MacCHOCTH MEePCOHANBHBIX TaHHBIX MPH UX 00padoT-
Ke B MHPOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. aupektopa @CTIOK Poccun
15.02.08 r. (ACI))

8 OCHOBHBIC MEPOIIPUATHSI [0 OPraHU3alUN H TEXHUICCKOMY OOSCIICUCHUIO OE30MMaCHOCTH
MePCOHAIBHBIX JIAHHBIX, 00pabaThIBaEMbIX B HH()OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX,
yTB. 3am. qupekropa DCTIK Poccun 15.02.08 r. (ACII)

9 bazoBas mojenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MH-
(hOpMaIMOHHBIX CHCTEMAaX MEePCOHANBHBIX JaHHBIX, YTB. 3aM. qupekropa @CTOK Poccun 15.02.08
r. (ACID)

10 Metoauka onpezeneHusl akTyaJbHBIX yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPH

nux 06pa6OTKC B PIH(l)OpMaI_[I/IOHHBIX CUCTEMax TIICPCOHAJIBHBIX JAaHHBIX, YTB. 38.M. JAUPECKTOpa
®CTIK Poccun 15.02.08 r. (ICII)
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