YTBEPXIEHO
npukazomM MJIOY
«/lerckuit cag NoS5»

ot 29.11.2017 Ne01-08/210A

HNHCTPYKIUA
noJib3oBatesisi mo padore B 'MC «JnexkTpoHHoe 00pa3oBaHue) C
NePCOHAIBLHBIMHU JAHHBIMH

1. O0mme MoJI0KEeHUA

1.1. Hacrosmas MHCTpyKIMS ompenessieT oOIue npaBuia padoThl
COTPYIHUKOB MyHUIIMTIATBHOTO JOLIKOJIBHOTO 00pa30BaTEIbLHOr O
yupexaenus «Jlerckuit cam No55 komOuHupoBaHHoro Buaa» (nainee —-MJIOY
«Jlerckmit cag Ne55») ¢ mepcoHabHBIMU JaHHBIMH.

1.2. TlepcoHanbHbIe JaHHBIE B QJIEKTPOHHOM BUJE 00pabaThIBAIOTCS B
UH(GOPMAITMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JTAHHBIX. Takxke
YCTaHABJIMBAETCS OCOOBIN MOPSIIOK OOpabOTKM M XpaHEHHUs MEPCOHATbHBIX
JAHHBIX, COJIEPIKAIINXCS HA OYMaXKHBIX HOCUTEISIX.

1.3. Tlonb3oBatenem sBiasiercst Kaxplil corpynauk MOV «Jlerckuit
cag Ne55», ydacTBYIONIMI B paMKax CBOMX (DYHKITMOHAIBHBIX O0S3aHHOCTEH
B IIpoIleccax KaK aBTOMATHU3MPOBAaHHOW 00pabOTKH, Tak M 00paboTku Oe3
UCIIOJIb30BaHUSl CPEJCTB aBTOMATH3AllMM MEPCOHAIBHBIX JIAHHBIX, & TaKkKe
UMEIOIIMH JIOCTYTI K alnapaTHbIM CPEeICTBAaM, MPOrPpaMMHOMY O0€CIIEUEeHHUIO,
HOCHUTEJSIM UH(QOPMALIMU U CPENICTBAM 3aLIUTHI.

1.4. Tlomp3oBaTenh B CBOeH pabOTe PYKOBOJICTBYETCS HACTOSIICH
WNucrpyknuert,  IlpaBunamu  00pabOTKM  NEPCOHANBHBIX  JIAHHBIX,
pykoBomsamuMu 1 HopMmaTuBHBIMH JokyMeHTamu DPCTOK Poccun n @Ch
Poccun wu gpyrumu  pokymentamu  MJIOY  «Jlerckuit cam  NeS5y,
periaMeHTUPYIOIUMH 00pa0OTKY MEPCOHAIBHBIX JAHHBIX.

1.5. Meronuueckoe pykoBoACTBO 1o pabore I[lomp3oBarens
OCYIIECTBJISIET OTBETCTBEHHBIN 3a OpraHu3aiuio 00paOOTKU MEPCOHATBHBIX
JAHHBIX.

2. TepMuHbI U onIpeeIeHUsA

2.1. TlepcoHasibHBIE JaHHBIE — JIF0Oass MHMOPMAIIMSI, OTHOCSIIASACS K
IPsIMO WJIM KOCBEHHO OIPEACICHHOMY WM OINpEACIIeMOMY (PU3HIECKOMY
Uiy (CyOBEKTY MepCOHATbHBIX JaHHBIX).

2.2. OO0paboTka MEPCOHANBHBIX JIAHHBIX — JII0OOe JelcTBUE
(omepauusi) WIM COBOKYNHOCTh JACHCTBUM (OIepaiuii), COBEPIIAEMBIX C
UCIIOIb30BAaHUEM CPEJICTB aBTOMATH3allUM WM O€3 HMCIOJIb30BAHMUS TaKUX
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CPEICTB C NEPCOHAIbHBIMM  JaHHBIMHM, BKJIKOYas cOOp, 3amuch,
CUCTEMAaTHU3alMI0, HAKOIUIEHWE, XpaHEHWe, yTOYyHeHue (OOHOBIICHUE,
U3MEHEHUE), W3BJCUYEHUE, HCIOJb30BaHUE, Iepenady (pacnpocTpaHEHHE,
NpeAoCTaBieHUEe, JOCTyMH), OO€3IMYMBaHUE, OJOKUPOBAHUE, YIAJICHUE,
YHUUYTOXXEHUE NEPCOHAIBHBIX JAHHBIX.
2.3. ABTOMAaTU3MpOBaHHAas 00pabOTKa MEPCOHATBHBIX JIAHHBIX —
00paboTKa MEPCOHANBHBIX AAHHBIX C MOMOLIBIO CPENCTB BBIYMCIUTEIBHON
TEXHUKU.

2.4. PacmpocTpaHeHWE TEPCOHANBHBIX  JAHHBIX —  JCUCTBHA,
HAIIPaBJICHHBIE HA PACKPBITHE IEPCOHAIBHBIX AHHBIX HEOIPEIAEIECHHOMY
KpYyTy JIULI.

2.5. llpenocraBneHue  MEPCOHAIBHBIX  JAHHBIX —  JICHCTBHS,

HAIPaBJICHHbIE HA PACKPHITUE NEPCOHATBHBIX JAHHBIX ONMPEEICHHOMY JIMILY
WIH ONIPENESIEHHOMY KPYTY JIULI.

2.6. Hudopmarnmonnas cuctema nepconanbubix gaHHbx (MCITIH) —
COBOKYIHOCTh CO/IepXaluxcsa B 0a3ax JaHHBIX MEPCOHAIBHBIX ITaHHBIX U
o0ecreynBaOIMMUX WX 00paboTKy WHHOPMAINMOHHBIX TEXHOJOTUH U
TEXHUYECKUX CPEJICTB.

2.7. ABromarmsupoBaHHOe pabouee mecto (APM) — mporpammuo-
TEXHUYECKUH KOMIUIEKC, OCPencTBOM KoToporo [lonbp3oBaTenb BBIMOIHSET
CBOM JIOJKHOCTHbIE OOS3aHHOCTU (IEPCOHAIBHBIA KOMIIBIOTEP, HOYTOVK,
TEPMHUHA U T.IL.).

2.8. HecanknuonupoBannubii  goctyn (HCJ) — moctym Kk
uHpOpMAIlMK, HAPYIIAIOIIMKA TMpaBuUjia  pa3rpaHUYCHUs JOCTyma ¢
UCTOJIb30BAaHUEM IITATHBIX CPEACTB, IMPEJOCTaBISEMBIX CpEACTBAMHU
BBIUMCITUTEILHOW TEXHUKH WU aBTOMATU3UPOBAHHBIMHU CHCTEMaMHU.

2.9. [IlocTtoponHue mnwma — JuWIA, KOTOpbIE HE WMEIOT TMpaBa
CaMOCTOATENILHOTO JIOCTyNa B TMOMENIeHHe W (W) HE UMEIOT IpaBa
camocrositensHoro noctyna B WCIIJlH u (unam) HE HMMEIT J0mycKa K
NEPCOHAIBHBIM JIaHHBIM.

2.10. CpenctBo 3amuThl MHPOPMALMH OT HECAHKIIMOHUPOBAHHOI'O
noctyna (C3U or HCJl) — mporpaMMHOe, TEXHUYECKOE WM MPOrpaMMHO-
TEXHUYECKOE  CpPEICTBO, HAMpaBlICHHOE Ha  MpPeIOoTBpalleHHe WU
CYLIECTBEHHOE  3aTPyJHEHHE  HECAaHKLUMOHUPOBAHHOIO  JOCTyna K
uHbOpMaIIIH.

3. O0A3aHHOCTH MOJbH30BATEJS

3.1. He pasrnamate MNOE€PCOHANBHBIE JaHHBIE, KOTOpblE OYIyT
JIOBEpEHbl WJIM CTaHYT HM3BECTHBI B XOJ€¢ pabouero mpoiecca BO BpeMs
BBITIOJTHEHUS TOJIPKHOCTHBIX (JIOTOBOPHBIX ) O0S3aHHOCTEH.

3.2. He cool0marh yCTHO WM MHCHhbMEHHO, HE TEpPeNaBaTh B KaKOM-
aub0 BUJE TPETbUM JUIAM U HE PACKpPbIBaTh MyOJUYHO TEPCOHAIBHbBIC
JaHHbIe 0€3 COOTBETCTBYIOIIETO paspelieHus 3aBenaytomero MJIOY
«Jlerckmit camg Noe55».
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3.3. 3HaTh W BBINOJHATH TPEOOBAHUS 3aKOHOJATEIBHBIX aKTOB
Poccuniickonn ®denepannn, Hactosmen MHCTpyKnMM M APYrUX BHYTPEHHUX
JIOKYMEHTOB, PErJaMEHTUPYIOIIUX TOPSJ0K O0O0paOOTKU TMEepCOHATBHBIX
JTAHHBIX.

3.4. Bomonaate Ha APM Tompko Te mpomenypsl 00pabOTKH
NEPCOHATBHBIX JaHHBIX, KOTOPBIE OMPEENCHbI JOMKHOCTHOM HHCTPYKIIUEH.

3.5. 3Hate ®W coOMIOAAaTh YCTAHOBJIEHHBIE TpeOOBaHUA OOPaOOTKH
NEPCOHAJBHBIX JAHHBIX, Y4eTa, XpaHEHUS W TEPEChUIKM HOCHUTENen
uH(popmalm, ooecrnedeHus: 6e30MacCHOCTH MEPCOHATBbHBIX TAHHBIX.

3.6. Hcnomnw3oBaTh Juisi XpaHEHHs] MEPCOHAIBHBIX JAHHBIX TOJBKO
OlpeNeNieHHbIE MeCTa XpaHEHUS W YUYTEHHBIE HOCHUTENU MEpPCOHATBHBIX
JTAaHHBIX.

3.7. HesamemmutenpbHo, B  KpaTyallue  CpPOKH,  COOOIIATH
3agenyromieMy MOV  «/lerckuit cag Ne55» 00 yrpare uiam Hegocraue
HOcHTeNed WMH(pOpMAalUU, YIAOCTOBEPEHUH, TMPOIMYCKOB, KIIOYEH OT
NOMEILCHU, XpaHuaull, ceddoB W o Apyrux ¢akrax, KOTOpPbIE MOTYT
NPUBECTHU K Pa3rJIallIeHUIO MEPCOHATIbHBIX TaHHBIX.

3.8. Ilpu npekpamenun paboT (TPYIOBBIX OTHOIICHUH) BCe
MaTepuaibHble HOCHUTENH, COJEpJKallie TMepCOHaNbHbIE aaHHble (duen-
HAKOMUTENN, JUCKEThI, ONTHYECKHUE JMCKH, JOKYMEHTHI, UYEPHOBUKH,
pacmeyaTkd Ha TPUHTEpax, KUHO- U  (oToMaTepuaibl, MOJEIH,
IPOMBIIUIEHHBIE 00pa3ibl U Mp.), nepenars 3apenyromeMy MOV «JleTckuit
cag NoS55y.

3.9. CobGmonats TpeOOBaHUS MAPOIBHON MTOJUTUKH (pasaen 4).

3.10. Cobmronath TpeOOBaHUS AaHTUBUPYCHOM 3aUTHI (pa3zen S).

3.11. Tlonb3oBarenu, uMeroNMe BbIXoA B MHTepHeT, 00s3aHBbI
co0JIr01aTh MpaBHIIa TP pabOTEe B CETAX CBI3HM OOMIETO MOJIBb30BaHMS U (MJIH)
CeTAX MEXKIyHapOIHOT0 HH(GOPMAIIMOHHOT'O 0OMeHa (pasjern 6).

3.12. Tlonws3oBarenu, paboTaromye ¢ SJAESKTPOHHOW TOIIMUCHIO WIIH
ucrnonp3ymoomue mudpoBanue, 00s3aHbI coOmofaTh MHCTpyKIUIO 10
00palieHuIo co CpeACTBaMU KpUNITOrpadruuecKor 3auThl THPOPMALIUH.

3.13. DkpaH MOHHTOpPa B TIOMEIICHUH PacHojaratb BO Bpemsi pabOThI
Tak, 4YTOOBl  MCKJIIOYAlTach  BO3MOXHOCTb  HECAHKIIMOHUPOBAHHOTO
O3HAaKOMJIEHUSI € OToOpakaemMol Ha HHMX HH(OpManued MNOCTOPOHHUMU
JUIAMU, IITOPHl HA OKOHHBIX MPOEMaX IOJDKHBI ObITh 3aBeIIaHbl (KaTIO3H
3aKPBITHI).

3.14. O60 Bcex BBISABICHHBIX HAPYIICHHUSAX, CBA3AHHBIX C TOPSIKOM
00pabOTKH MEPCOHATBHBIX JAHHBIX, a TAKKe JJIs MOTYyYEeHUN KOHCYJIbTaIui
10 BOIIpocaM 00pabOTKU MEPCOHATBHBIX JaHHBIX, HEOOXOIUMO 00paIaThCs K
OTBETCTBEHHOMY 3a OpraHHU3ai0 00pabOTKU NEPCOHAIBHBIX JTaHHBIX.

IMoan30BaTesisiM 3anipeniaeTcs:

3.14.1. Hapymate ycranoBnennsie B MOV «Jlerckuit cag NeS5»
WHCTPYKIIMH 10 paboTe C epCOHATBHBIMU JTAHHBIMHU.

3.14.2. Ucnonw3oBaTh KOMITOHEHTBI MPOrpaMMHOI0 u
anmmaparaoro odecnedernuss MJIOVY «/lerckuit cag No55» B HecayKeOHBIX



LEAX.
3.14.3. OcraBnsath cBoe pabouee MecTto 0O€3 MOPUCMOTDA,
IpeBapuUTeIbHO HE 3a0JIOKMPOBAB (IITATHBIMU CPEJCTBAMU OMEPAIMOHHOMN
cucrembl Windows — komOunHanuent kimasum [WIN] + [L] waum [CTRL] +
[ALT] + |[DEL] c¢ pajgpHEeWIIMM HaXaTUeM KHOINKUA «bBiokupoBKay
NOSIBUBILIErOCS MEHIO, JUOO TMpH TMOMOIIM IITAaTHBIX CPEJICTB 3allUThI
UH(POpPMAIIUU OT HECAHKI[MOHUPOBAHHOI'O AOCTYTIA MIPU WX HAJTUUHHN).

3.14.4. OcraBnsate 0e3 mpuCMOTpa WIM HEYOpaHHBIMU B
xpanwmima (mkad, ceild) HOCUTENM WIA JOKYMEHTHI, COJepIKaliue
NIEPCOHAJIbHBIEC JAHHBIE.

3.14.5. 3anuceiBaTh M XPaHWTh MEPCOHAIBHBIE JIaHHBIE Ha
HEYYTCHHBIX HOCHUTEISIX HMHPOpManuu (ONTUYECKUX JAHCKAX, THUOKUX
MarHUTHBIX JUCKaX, QIIeHI-HAKOMUTENSIX U T.I1.).

3.14.6. CaMOBOJIBHO  U3MEHATh COCTaB U  KOH(MUTypaIuio
UCIIOJIb3YEMbIX TPOTPAMMHBIX, allllapaTHbIX, MIpOrpaMMHO-aNMnapaTHbIX
CpPeICTB, CaMOBOJIbHO  YyCTAaHABJIMBaTh NporpaMMHoe  oOecleueHue,
OTKJIIOYATh/TIOJIKIII0UaTh 000PY10BAaHUE WU U3MEHSATH PEXUMBI €r0 PadOTHI.

3.14.7. CamoBonbHO moakio4ate APM unu npyrue cpeiacrBa K
JIBC T'AY PK «1UT», uzmenats [P-anpec, MAC-aapec u nHbIE HACTPOWKHU
cetu APM.

3.14.8. [Ipon3BoauTh NEWCTBUS, HANpPAaBJICHHBIE HA IOJYy4YEHHUE
HECaHKIIMOHUPOBaHHOro Aoctyna k APM u cepBepaM, paBHO Kak U JIFOObIM
apyruMm y3nam JIBC MOV «Jlerckuit cag Ne55» unu UHTEpHET, B TOM
qucle:

— JEUCTBUS, HAMpaBICHHbIE HA HAPYUIEHUE HOPMAJIBHOTO
(GYHKIIMOHUPOBAHUS DJIEMEHTOB CETH (KOMIIBIOTEPOB, JAPYTrOro CETEBOrO
000pyA0BaHUS WIM NPOrPAMMHOI0 00ECTIEUEHHUS );

- YCTaHOBKAa TMPOrPaMMHOI0 OOECHEUEHHs, OCYIIECTBIISIIOIIETO
nepexBar uHpopManuu (MHGPOPMAIIMOHHBIX MAKETOB), aAPECOBAHHON APYrUM
N0JIb30BaTEISIM;

— JENUCTBUS, HaIpaBJICHHbIE Ha MOJIy4EHHE
HECAaHKIIMOHUPOBAHHOTO JIOCTyna K WH(GOPMAIIMOHHBIM pecypcaM, B
NOCJIEAYIOIIEM HCIOJIb30BAHUH TAKOT'O JOCTYIIA;

- YHUUYTOXXEHHE, MOAM(PUKALMS IPOrPAMMHOTO OOECICUECHHS WU
JMaHHBIX 0e3 coryiacoBanus ¢ 3apeayromuM MOV «/lerckuii cag Ne55» unu
BJIAJEJIbLIAMH 3TOT0 PeCcypca;

- NOMBITKK MoJ00pa Tapojed K JO0bIM  HH(POPMAIIMOHHBIM
pecypcaM MeTOAOM Mepedopa BCEX BO3MOMKHBIX BapHAaHTOB Maposjei, Jubo
aTax I10 CJIOBapIo;

- YMBIIUICHHBIE JEWCTBUS 1O CO3JAHUI0, HCHOJIb30BAHUIO U
pacupoCTpaHEHUIO0 BPEAOHOCHBIX MPOrpaMM, B TOM YKCJIE HAIPABICHHBIX HA
HOJy4YeHUE HECAaHKIIMOHUPOBAHHOIO JIOCTYNA K JIFOOBIM MH(OPMALIMOHHBIM U
cinyxe0HbIM pecypcam (kak BHYTpu MJIOVY «Jlerckuii cag Ne55», Tak u BHE),
1100 Ha HAPYIICHHUE [IETOCTHOCTH M pabOTOCTIOCOOHOCTH ITUX CHUCTEM;

- JCUCTBUSI 110 CKAHUPOBAaHUIO JIOKAIBHOM CETH C LEJIbI0
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OTpE/IeNICHUs] €€ BHYTPEHHEW CTPYKTYpbl, CIUCKOB OTKPBHITHIX IOPTOB,
HAJIMYUA CYIIECTBYIOIINX CEPBUCOB U YSI3BUMOCTEH.

3.14.9. CamMOBOJIBHO M3MEHATh NapaMeTpbl CPEACTB  3aIlUTHI
uHpopmaluu (B TOM YHCII€ U CPEACTB AHTHMBUPYCHOM 3alllUTHI), a TaKkKe
3aBepIIaTh UX padoTy U (WJIM) CAMOCTOATENILHO UX YCTaHABIUBATb.

CaMocCTOsTENbHO pa3pabaThIBaTh WIH UCIIOJIb30BaTh
HeperiiaMmeHTupoBaHHbIe (0e3 pazpemienus 3aBenaytomero MJIOY «Jlerckuit
can Ne55», He OTHOCSIIMECS K MPOU3BOJCTBEHHOMY MPOLECCY) MPOrPAMMBI
(manmpumep: urpsl;, IM-knuenTsl, Takue kak Google Messenger, ICQ u T.1.;
P2P-xmuentsl: Kazaa, eMule u T.11.).

3.14.10. Pazpemiate mocTOpoHHHMM JMIIaM palboTaTh TOA CBOEH
yuetHo# 3anucbio B UCIT/IH.
3.14.11. [TepecbuiaTh MepcOHANIbHBIC JaHHBIC MO KaHajlaM CBSI3U B

OTKpPBITOM BHJI€, B TOM uncie MHTepHer, no Tenedony, (hakcy, 3IeKTpOHHON
noute u T.1. (0€3 UCTIOIb30BaHUs CPENCTB MHU(poBaHNUs).

3.14.12. [TonyuaTh JOCTYN K TEPCOHAIBHBIM JaHHBIM C pabOUYnx
MeCT, He OOOpyIOBaHHBIMH HEOOXOOUMBIMH  CPEACTBAMU  3AIIUTHI
uH(bOpMaIIIH.

3.14.13. CamOBOJIBHO ~ CcO3/1aBaTh ~ COBMECTHO  HCIHOJIb3yEMbIE
ceTeBbIe pecypchl (IMamKd OOIIEro JOCTYyNa) Ha CBOMX KOMIIBIOTEpAX M
¢aiinoBeIX cepBepax, HECAHKIMOHUPOBAHHO YIAISITh WJIM WU3MEHSATH MpaBa
JIOCTYTIa K HUM.

3.14.14. B cnayyae BO3HHMKHOBEHHMS JIOOBIX  MEXaHMUECKHX
HEHCTIPAaBHOCTE B  O0OOPYIOBAaHUM  OCYIIECTBIATH CaMOCTOSTEIbHBIC
MOTBITKH UX YCTPAHECHUS.

3.14.15. [IpenATcTBOBAaTh AOJKHOCTHBIM JIMLIAM IIPU MPOBEICHUU
OPOBEPOK U CIYXEOHBIX paccielOBaHUM, CBS3aHHBIX C OOecledeHHEM
6e3onmacHOCTH UH(pOpMAITUH.

3.14.16. Yianate WiaM  UCKaxaTh MOporpaMMmbl W (ailiel ¢
MEePCOHATBPHBIMU JAHHBIMH W WHOW BaXHOW wHopMammen (Hampumep,
CUCTEMHOM, HeoOxoaumoit s pyHkunonupoanust UCIIIH).

3.14.17. YMBIIUJIEHHO ~ HMCIOJNB30BATh  HEIOKYMEHTHUPOBAHHBIE
CBOMCTBa M OIIMOKM B MPOrPaMMHOM OOECIEYeHHH WJIM B HACTpPOMKax
CPEICTB 3alIUTHI, KOTOPbIE MOTYT MPHUBECTH K BOSHUKHOBEHHUIO BHEIITATHOM
cutyarmu. O6 0OHapy EHUU TaKOTO poja OMHMOOK — CTaBUTh B U3BECTHOCTH
PYKOBOJIUTENSI CBOEr0 MOJPA3/IE]ICHUs] U COTPYIHHUKOB, OTBETCTBEHHBIX 3a
YCTAaHOBKY U  (WJM)  CONPOBOXKACHUE TMPOrPAMMHOIO  OOECIICUCHUS
(AnMuHHCTpaTOpa 0e30macHOCTH MePCOHATBHBIX JTAHHBIX B
WHPOPMAIMOHHBIX ~ CHCTEMax  MEpPCOHAJbHBIX  JaHHBIX  (mamee -
aIMUHUCTPATOP 0€30MaCHOCTH)).

3.14.18. [Toakmrouats k JIBC MJIOY «/lerckmii cam Ne55y nudHbIe
CPEICTBA BBIUMCIUTEIHHOW TEXHHKH: HOYTOYKH, KapMaHHBIE KOMIIbIOTEPHI,
cMapThOHBI U T.I., & TAKKE JTUIYHBIC HOCUTEIN U HAKOMUTEIU WH(POPMAIIHH.
B cnyuyae HeoOXxomumocTH mnepeHoca WH(GOpMalUU € JIMYHBIX HOCHUTENen
uH(pOpMaITUK 00paIaThCsi K OTBETCTBEHHBIM.



4. TlapoJabHasi HOJTUTHKA

4.1. OOmme TpeOOBAHUA K MAPOJISIM:

— MunumansHoe TpeOoBaHue: OyKBEHHO-IIM(POBOW  IMApOIb.
XKenarenbHO HCMONAB30BaTh OYKBBI B BEPXHEM WM HUXKHEM pETUCTpax,
i QpeI WK CrieHaIbHbIe CUMBOIIBI (Hanpumep: ~ ! @ #$ % " & * () _-+=
[N?2/7.,:° ][ {}<>.mT1.IL).

- MunuMansHas JjIMHa maposisi: He MeHee 6 (11ecTH) CUMBOJIOB.

— MakcumanbHbI Cpok AercTBUA napoiis: 90 cyTok.

- 3anper HWCHONb30BaHUSA TPEX pPaHEE  HCIOIb30BaBIIUXCS
MapoJseu.

— [Tapons Ilonwp3oBaTenss He AOMKEH BKIIOYATh B Ce0s JIETKO
BBIYHCIIIEMbIE COUYETAHUS CUMBOJIOB, OOLIENPHHSITHIE COKpPAILCHHS, MUMEHA,
dbamMuum, TOKHOCTH, TOJ POXKACHUS, HOMEp TMacrnopta, TabeabHbIM HOMED,
unyto uHpopmaruio o Iloap3oBarene, JOCTYNHYIO IPYTUM JIULAM.

- 3anpeniaeTcs UCIONb30BaTh B KAUECTBE MapOisl OJAMH U TOT Ke
MOBTOPSIOIIUICS ~ CUMBOJN  JMOO  TOBTOPSIOUIYIOCS ~ KOMOHWHAIIMIO W3
HECKOJIBKUX CUMBOJIOB.

- 3anpeniaercss KCIOJIb30BaTh B KayeCTBE MApoJisi KOMOHMHALIMIO
CUMBOJIOB, HaOHMpaeMblX B 3aKOHOMEpPHOM TMOpSAKE Ha KIaBHATYype
(manpumep: 1234567, qwerty u T.11.).

4.2. TlpaBuia ucnoJib30BaHUS MapoJieii:

- XpaHuTh B TallHE CBOM MapoIib, HE COOOIIATh €ro APYrUM JIUIIAM.

— He nmpenocrasnsare noctyn B UCIIIH npyrum ymnam nox cBOeu
YYETHOM 3aIUCHIO U MAPOJIEM.

- W3meHsTh CBOM Mapoib MpU TEPBOM TPEOOBAHUU MOJUTHKU
napoJiei onepanuonHoi cucremsl u/mim UCITIH.

— Bo Bpems BBoma mapojieii  HEOOXOAMMO  MCKIIIOUHTH
BO3MOKHOCTh ~ €r0  MOACMAaTpUBAHUS [OCTOPOHHUMHU  JIMUAMH  WIH
TEXHUYECKUMU CPeCTBaMH (BUIEOKaMEPHI U JIp.).

- 3anpeniaercs 3anuChIBaTh CBOM IMAapOJIM B OYEBUAHBIX MECTax,
BHYTPEHHOCTH fIllMKa cTojia, Ha MoHHTOpe APM, Ha 00OpaTHOIl cTOpoHE
KJIABUATYPHI U T.JI.

- 3anpeniaercss XpaHUTh TMAPOJAUM B 3alMCAaHHOM BHUJE Ha
OTJIEIBHBIX JUCTaX OyMaru.

4.3. Cwmena, ynajenue Ju4HOro mapoJs Jwodoro Ilosan3oBartesns
NPOU3BOJANTCH B CJEAYIOLIMX CIAy4Yasix:

— B CIIy4ae MOJ03PEHUS HA KOMIPOMETAIUIO AP OJIS;

- 10 OKOHYAaHUU CpOKa JACHUCTBUS,

— B Cllydae MpeKpauieHus MOJIHOMOYMI (YBOJbHEHHUE, IEPEXO Ha
npyryto padoty BHyTpu MOV «Jlerckuit cag Ne55») [lonws3zoBarens mocie
OKOHYaHMS TMOCJEAHEro ceaHca padoThl B HH(DOPMALMOHHBIX CHUCTEMaxX
NEPCOHANBHBIX JTAHHBIX;



;

— M0 YKa3aHUIO OTBETCTBEHHOIO 3a OpraHu3aiuio o0paboTKu
MEePCOHAIBHBIX JIAHHBIX.

4.4. Tlpu yBOJIbHEHHUH, NIEPEXOJIE€ HA HOBYIO JIOJDKHOCTh COTPYAHUKA,
UMEIOIIEr0 JOCTYN MOMHMO CBOEH YYETHOM 3amucu K JAPYTHM pecypcam
(MexceTeBble IKpaHbl, MAPUIPYTU3ATOPBI, CEPBEPHI, APYTUE YUYETHBIE 3aMUCH
U T.I.) TaKXkKe TMPOU3BOJUTCS BHEMJIAHOBasg CMEHa Mapoiieil K TaKuMm
pecypcam.

5. llpumeHeHMe TUYHBIX HAEHTH(PUKATOPOB B HHPOPMALMOHHOM
CHCTEeMe NePCOHAIBHBIX JAHHBIX

[TpuBszky maeHTU(UKATOpPa K MOIH30BATENIO (YUETHOW 3aIMMCH) BBINOIHSIET
aAMUHUCTPATOP 0€30MaCHOCTH.

5.1. Tlomp3oBatenu UCIIJlH mnonydaroT CcBOM  UAEGHTUPUKATOD y
aJIMMHUCTpPATOpa 6€30MaCHOCTH.

5.2. Tlonw3oBarens UCIIIH 00s13aH XpaHUTh CBOM JIMUHBIN UACHTU(DUKATOD
B HEJOCTYIHBIX U1l IPYTUX COTPYIHUKOB XPAaHUIHILAX.

5.3. Ilomp3oBaremto WCIIJIn 3ampemaercs mnepenaBaTh CBOW JIMYHBIN
UACHTU(PUKATOD.

5.4. B caywae yrepu IWYHOrO uAeHTH(HKaTopa, monb3zoBaTens MCIIAH
JOJKEH HEMEJJIEHHO JOJIOXKHUTh 00 3TOM aJAMHUHHUCTPATOpy O€30MacHOCTU
uH(pOpMaIIH.

5.5. B cnyuae npekpailleHusi TOJIHOMOYUN YYETHOW 3allUCU IOJIb30BATEIS
NCIIu (yBonbHEHME, MIEPEXO] Ha APYTYI0 paboTy, B Ipyrue moMenieHus, a
TakXKe Jpyrue o0CTOSTENHCTBA) YUETHAS 3aMUCh JIOJDKHA OBITh ynajeHa, a eé
UACHTU(PUKATOP JAOKEH OBITh CHaH aJAMHUHHUCTPATOpy O€30MacHOCTH
uH(pOpMaIMM TOCJIE€ OKOHYAHMs IIOCIIEJTHEr0 ceaHca padoThl JAaHHOIO
nons3oBatens B UCII/IH.

5.6. B cinywae kommpoMerauuMyd WIM YTE€pPU JIMYHOTO UAEHTHU(PHUKATOpA
MOJIB30BATENS aIMUHUCTPATOPOM OE30MACHOCTH JOJKHBI OBITH HEMEIJIEHHO
MPEANPUHATEI MEPBI B COOTBETCTBUHU C II. 5.7 Hactosien MHCTpyKIuu.

5.7. AnMuHucTpatop 0€30MacHOCTM HH(OpMAIUU JIOJDKEH MPOBECTH
CIykeOHO€ pacclieoBaHWE /IS BBISICHEHUS MPUYUH KOMIIPOMETAIUU
UACHTU(PUKATOPA C LENbI0 BbIPAOOTKA HOBBIX WM COBEPIICHCTBOBAHUS
OPUHATBIX TEXHUYECKUX W OPTraHU3allMOHHBIX MEp MO YCTPAHEHHUIO TaKOM
yrpo3sl B OyaylleM, a TakKe BBIACHEHHMIO BEJIMYUHBI yiiepOa, KOTOpbIH
MOKET OBITh HAHECEH COOCTBEHHUKY MH(POPMAITMOHHBIX PECYPCOB.

6. AHTHBHpPYCHas 3alI[UTA

6.1. B cayyae OTCYTCTBUS IITAaTHBIX (YHKUUHA aHTUBUPYCHOMN
OpOrpaMMbl, MPEIyCMATPUBAIOLUIMX aBTOMAaTUYECKYIO MPOBEPKY (Haiios,
[Tonp30BaTenb 00s13aH OCYIIECTBIATH MPOBEPKY (HaNIOB MOTyIaEMBbIX:

- I10 DJIEKTPOHHOM I10YTE;

— yepes ceTb MHTepHerT;



— Ha MarHUTHOM, ONITHYECKOM JIUCKE, (PIIelI—HaKOMUTEIE;

— WHOM ChbE€MHOM HOCHUTENEe HHPOpMALIUK;

- NOJIyYEHHBIE UHBIM CIIOCOOOM.

6.2. Ilepen oTkpbITHEM BIOXKEHHUS (CCHUIOK) yOEIUTHCS B TOM, YTO
OTIIPaBUTENb JEHCTBUTENHHO TOCHAl BaM JTOT (aiii, naxe eclid OH U
JOJbKEH ObLT 3TO cenath. [l03BOHUTH eMy, HE JOBEPSATh UMEHU OTIPABUTEIS
U YKa3aHHbIM B TEKCT€ NHChbMa HOMepaMm TenedOHOB, a TaKXKe JIUIaM,
MO3BOHUBIIMM BaM CaMOCTOATEIBHO C MPOCHOON OTKPHITH (hailiibl U MPOUTH
IO CCBUIKAM.

6.3. Iloab30oBaTe/I0 3anpeaeTcs:

6.3.1. OcymiecTBiATh JACUCTBUSA, HANpaBICHHbIE Ha BBIKIIOUYEHUE
AHTUBUPYCHOU MTPOrPAMMBI.

6.3.2. CamoctosiTenbHO ~ ycranaBnuBath Ha APM  mporpamMmmuoe
obecrnieyeHue.

6.3.3. 3anmyckaTh (haiisibl, MOJTYyYEHHBIE MO CETSM CBS3U (JIEKTPOHHOU
noute, MIHTEpHET), CO ChEMHBIX HOCHUTENEH, a)xe €CIU OHU MOJYYEHBI OT
IIPOBEPEHHOTr0 ajipecara, 0e3 MpeABapUTEIbHON UX MPOBEPKU AaHTUBUPYCHOM
IIPOTrPaMMOM.

6.3.4. [Ipy BO3HUKHOBEHMH MOJ03PEHUS HA HAIUYUE KOMIIBIOTEPHOTO
BUpyca (HeTunuuHas paboTa mporpamM, TMOSABIEHHE Tpaduueckux u
3BYKOBBIX A()PEKTOB, MCKAKEHWI IaHHBIX, Mpomaaanue ¢GaiioB, YacToe
MOSIBJIEHUE COOOIIEHUN O CcUCTeMHbIX omubkax u T.1m.) [lomp3oBarens
CaMOCTOSITENIFHO WJIM BMECT€ C OTBETCTBEHHBIM (AJMHUHHCTPATOPOM
0€30MacHOCTH) JOJKEH MPOBECTH BHEOYEPETHON AaHTUBUPYCHBIA KOHTPOJD
CBOEro pabovero mMecra.

6.3.5. B cayuae oOHapyxeHUs TpU TIPOBEICHUU aAHTUBUPYCHOU
TIPOBEPKHU BUPYCHOTO 3apaxxeHus [lomp30BaTenu o0s3aHbl:

— NPUOCTAHOBUTH PadoTYy;

— HEMENJICHHO TOCTaBUTh B HM3BECTHOCTh O (pakTe OOHApY>KEHUS
BUPYCHOT'0 3apa’K€HUS OTBETCTBEHHOTO (AIMUHUCTpaTOpa O€30MacCHOCTH);

— COBMECTHO C BIIQJIENbLIEM 3apaKEHHBIX BHUpPYycOM (ailioB
MPOBECTH aHATU3 HEOOXOAUMOCTHU JAABHEHIIIET0 X UCIIONb30BaHMUS;

- MIPOBECTH JICUCHHUE WM YHUUTOKEHUE 3apaKeHHBIX (aiiioB.

7. Topsimok padorsl B UCIIIH u ceTn UHTEpHET

7.1. Moaknwuyenne k UCIIIn u cetu UnTepHET

7.2. llensto pabotel Ilomp3oBarens B UCIIJH u cetm HHTepHer
aBigerca cOop, o0paboTka, XpaHEHHE NEPCOHAIbHBIX JIaHHBIX, OOMEH
AJIEKTPOHHBIMHU COOOIIICHUSIMH B CITYKEOHBIX TISIIAX.

7.2.1. loctryn k MUHCIIJlTH u cerm HWHTepHeT mnpenocTaBisiercs
[Tomp3oBaTensiM TONBKO B TOM CIIydae, €CIM OTO HE MPOTHBOPECUUT
TpeOoBaHusiM  HacTosimer WHCTpyKuMM ¥  WHBIMM ~ HOPMATHUBHBIMU
JOKYMEHTaMH B 00J1aCTH 3alTUThI HH()OpMaIUH.

7.2.2. Noctyn nonw3oBarens Kk UCII/In s 06paboTku mepcoHambHBIX
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JAHHBIX MMPOU3BOAMUTCS TOJBKO C pabOYUX MECT, Ha KOTOPBIX YCTaHOBJIEHBI
Cpe/CTBa 3allUThl UHPOPMAITUH.

7.2.3. OcHoBanueM 151 moakiIrodeHus corpyaauka MJIOY «Jlerckumii
can Ne55» x UCIIIH u cetn MHTEpHET sBisieTCs MOTHBHUPOBAHHAs 3asiBKa
OTBETCTBEHHOMY 3a OpraHu3aIuilo 00paOOTKH TMEPCOHAIBHBIX JIaHHBIX OT
HEIOCPEACTBEHHOr0 pykoBoauTes [lonap30BaTens ¢ yka3aHHEM MOJTHOMOYUMA
JOCTYMAa K TAKUM PECYpPCAM U CEPBUCAM.

7.2.4. OTBETCTBEHHBI 3a OpraHu3alnui O00padOTKH TMEPCOHATBHBIX
JAHHBIX, JUOO COTPYAHUK, BBIMOJHSIONMNA €ro QYHKIUU, OpraHu3yeT
noakmtouenne k HWCII[lH wnu cetu MHTepHer moib3oBaTened B
YCTAHOBJIGHHOM TOPSJIKE, OCYIIECTBIISIET KOHTPOJIb HajJ HCIOJIb30BAHHEM
JTAHHBIX PECYPCOB U CEPBUCOB.

7.2.5. [locne BBINIOMIHEHUS 3a/laHUsS OTBETCTBEHHBIN 3a OpraHU3aIUIo
00paboTKH MEPCOHATBHBIX JAHHBIX COOOIIAET MOJB30BATENI0 O BHIMOJIHEHUU
3asiBKHU.

7.2.6. OcHoBanueM aJig otkirodeHus nonbizoBarens ot UCII/Ix u cetn
HNuTtepHeT SBASIOTCS CAEAYIONIUE COOBITHS:

— HApyIICHUE WHCTPYKUUM M HMHBIX JIOKAJbHBIX HOPMAaTUBHBIX
aKTOB B 00JIaCTH 3aIUThl HH(POpMAIUH;

— yBosibHeHue [lonb3oBarens, mbOO TmepeBoj €ro B ApPyroe
noJipa3ielicHUE.

7.3. Tlopsiaok padortsl B ceTu UHTEepHET

7.3.1. Ucnonb3oBanue corpyauukamu MJIOY «Jlerckuii cam NeS55»
cet MIHTEepHET JOHKHO OCYIIECTBISTHCS MCKIIOUUTEIBHO JJIS BBIMOJTHEHUS
JOJKHOCTHBIX O0S3aHHOCTEH.

7.3.2. Undopmanms, obOpa3zoBaHHas (oOpasyromiascsi) B Ipoliecce
TpynoBoil aestenbHocTH paboTHUka MOV «Jlerckuii cam Ne55» sBisercs
cooctBeHHocThi0 MJIOY  «Jlerckuii cam Ne55» ®W  HE IOIJICKUT
UCIIOJIb30BaHUIO (B TOM YMCJI€ MCIOJIb30BAHHIO B ceTH WHTEpHET uiu ¢
MOMOIIIbIO ceTH MIHTEepHET) B TUYHBIX LENIX U (WIK) B KOPBICTHBIX HHTEpEcax
JIpYTUX Jull (OpraHu3aium).

7.3.3. [Ipu npoBeeHNN TEXHUYECKUX padOT, CBA3aHHBIX C HACTPOMUKOU
o0opynoBanusi (KOMMYHUKAIIHOHHOE 00OpyJIOBaHUE, IMPOKCU-CEPBEPA,
MaplmipyTu3aTopbl M T.L); B  cliydae  OOHApyXEHHsS  IOIBITOK
HECaHKIIMOHUPOBaHHOr 0 focryna Kk Murepuer-uuio3y, APM Ilons3oBarenei
MOKET NPOBOJMUTHLCS BpeMEHHOE OTKItoueHue [lonb3oBareneid OT CEpBHUCOB
cetu HWutepHer (B ciywae 1uUiaHoBoro otkiatoueHust Ilonb3oBarenu
YBEIOMIISIOTCS 00 ATOM 3a0JIarOBPEMEHHO).

7.3.4. Bca unbopmanus o pecypcax, IMOCEHaeMbIX COTPYIHUKAMU
MOV «/lerckuit cam Ne55», mpoTokoqupyeTcs W, Npu HEOOXOIUMOCTH,
MOeT ObITh mpemoctaBieHa agMuHucTpanuu MJIOY «/lerckuii cam NeS5»
JUISl IETATLHOTO M3YUYECHUSI U MPUHSATHUS PEIISHUS] O MepaxX JUCIUIUIMHAPHON
OTBETCTBEHHOCTH.

7.3.5. Ilpu pabore B cetu MuTepHeT [lonp3oBarensam 3amnpeniaercs:
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— YMBIIUIEHHOE PACIpOCTPAHEHUE M TIOJYyUYEHUE MaTepuaIoB
B/M3 cetu HHTEpHET, NpoTHMBOpEUaluX 3aKOHOJATeNbCTBY Poccuiickoit
denepaiuy, B TOM 4YHCIIEe MAaTEPUAJIOB, MPOMAraHANPYIONIUX HACHIINE WIIH
AKCTPEMU3M; PA3KUTAIOLIMX PACOBYIO, HAIIMOHAIBHYIO WU PETUTHO3HYIO
BPAOXIY; Pa3bACHAIONINX TIOPSJOK W3TOTOBJIICHUS W/WIM TPUMEHEHUS
HAapKOTHKOB, B3PBIBUYATHIX BEIIECTB, OPYXUS M T. IL.; MaTepUaoB
nopHOrpaUuecKoro XapakTepa; KOMIBIOTEPHBIX BHUPYCOB U JPYrux
BPEOHOCHBIX MPOTPaMM;

- nepenaBath B ceTb MHTepHeT wuHpOpManMio, K KOTOPOH B
COOTBETCTBUM C 3aKOHOJATEIbCTBOM OrpPaHUYEH JOCTYIN (IEepCOHANbHbIE
JaHHbIE, CIy>KeOHast nHpopmalus) 6€3 COOTBETCTBYIOIIETO Pa3peIIeHUs;

— dbanscudunupoBats [P-anpec, MAC-anpec, wuHBIE ajapeca,
UCTIOJb3yeMbIEe B CETEBBIX MPOTOKOJIAX, a TAaKXKe MPOUyI0 MH(YOpPMALHIO TpU
nepeaave TaHHbIX Yepe3 ceTb MIHTepHeT.

- NPeNoCTaBIsATh JAOCTYN B ceTh VHTepHET co cBoei pabouei
CTAHUMU KOMY-JIM0O, B TOM YHUCIJI€ NMPOrPaMMHO-TEXHHMYECKHUMH CIIOCOOamMu
yepe3 JIOKAJIbHYIO BbluMcIUTENbHYIO ceTb MOV «/lerckuit cam Ne55»
(HampuMep: MyTe€M  HECAHKIIMOHHMPOBAHHOM  YCTAaHOBKU  JIOKAJIbHOTO
HHTepHeT-1IIII03a HA padouee MecTo);

- nojilydarb JOCTyn K cetu MHTepHeT moObIMU crioco0aMu, He
peAyCMOTPEHHBIMU NEUCTBYIOIIUMU JIOKaJIbHBIMU JTIOKYMEHTaMH
(Muactpykumsmu, [Tpasmnamu, Permamentamu MOV «Jlerckuii cam Ne55»);

- OCYIIECTBJISATh HECAHKIIMOHUPOBAHHBIA JOCTYN K pecypcaMm u
cepsucaM cetu MHTEpHET.

— BEITIONTHATE JieHicTBHs (B37I0oM, DoS (0Tka3 B 0OOCITY)KWBaHHH),
ARP-spoofing araku, ckaHMpOBaHWE JOKAJIbHOW BBIYUCIUTEIHLHON CETH)
HalpaBJICHHbIE Ha HApylIeHHEe (PYHKIMOHUPOBAHUS DJJIEMEHTOB CETH
HUuTepHer (KOMMYHUKAIIMOHHOTO OOOpYAOBaHUS, CEpPBEPOB, pabouux
CTaHIUH, IPOrPaMMHOI'0 00ECTICUeHHUS ).

7.4. TIpaBuaa padotsl Ilosb30BaTesei ¢ 3JIEKTPOHHOMH MOYTO¥:

7.4.1. Tlonp3oBarenu 0053aHBI MCIOJIB30BAaTh DJJICKTPOHHYIO IOYTY
TOJIBKO JIJI51 BBITIOJTHEHUS CITYKEOHBIX 00S13aHHOCTEM.

7.4.2. 3anpemaercs OTHPaBIATh (DailIbl, CoAEpXKAIIUE MEPCOHATbHBIC
JaHHBIE B OTKPBITOM BHJI€ (HE 3au(pOBaHHBIE).

7.4.3. 3anperaercs MaccoBasi pacChlIKa IMOYTOBBIX cO0OIIeHUM (Ooee
100) BHemHUM ajapecaTtaMm 6e3 COorjlacoBaHMS C PYKOBOACTBOM (CIiama).

7.4.4. 3anpemaercs HCIONb30BaTh HE CBOW OOpaTHBIM aapec Mpu
OTIPABKE 3JIEKTPOHHOM MOYTHI.

7.4.5. 3anpemiaercs OTNPABIATH MO JIEKTPOHHOW MOYTE UCIIOJIHAEMbIE
¢aitel (00OBIYHO UMEIOT pacIIupeHwus exe, com, bat, js, vbs u T.11.). B ciryuae
HEOOXOJIUMOCTH OTHPAaBKU TakuxX (QaiyioB, MoMeuiaTh MX B apXUB U
YCTaHOBUTH NapOJib.

7.4.6. [Ipucoenunsempie Gaiibl peKOMEHIYETCsl YIIAaKOBBIBATh B apXUB
IIPU TTOMOIIH MPOrPaMM-apXUBATOPOB.

7.4.7. KopnopaTuBHbIE PEKOMEHJALMH HCIOJb30BAHUS SJIEKTPOHHOU
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ITOYTHI:

- Bbl 10MKHBI OKa3bIBaTh TO K€ YBAXEHHUE, YTO U MPHU YCTHOM
OOIICHUM.

- Bbl 10KHBI IPOBEPSITH MPABOMKMCAHUE, TPAMMATUKY W JIBAXKIbI
MEPEYUTHIBATH CBOE COOOIICHUE TIepe] OTIPABICHUEM.

— Bel He [OMKHBI y4acTBOBAaTb B PACCBUIKE ITOCJIAHUM,
MepechbUlaeMbIX IO IEMOoYKe (Yamie BCEero HTO MHChbMa PEIUTrHO3HO-
MHUCTHUYECKOTO, Pa3BJICKATEILHOIO COJEPKAHNUA).

- Bbl HE MODKHBI IO COOCTBEHHOW WHHUIIMATHBE TEPECHUIATH I10
MIPOM3BOJILHBIM aJIpecaM He3aTpeOOoBaHHYI0 HHGOPMAIIUIO.

- Bbl HEe AOMKHBI paccbulaTh COOOIIEHUS, KOTOPBIE SIBIISIIOTCS
3JIOBPEAHBIMU, Pa3APAXKAONIUMUA  WIM COJCP)KAIIUMH  yIrpO3bl JIPYTUM
MTOJIL30BAaTEIISIM.

- Bel  He  JOKHBI  OTHPABISITH  HUKAKUX  COOOIEHHI
MPOTUBO3aKOHHOT' O WJIK HEATUYHOI'O COJCPIKAHUS.

- Bbl 10KHBI MOMHUTB, YTO SJIGKTPOHHOE MOCJIAHUE SABISETCS
SKBHUBAJICHTOM MOYTOBOM OTKPBITKM W HE JOJDKHO WCIIOIb30BaThCS IS
MEPEChUIKH TICPCOHAIBHBIX JAaHHBIX 0€3 HCIIOIb30BAHUS CPEICTB 3aIllUTHI
(mupoBanue).

- Bel He  JOMKHBI  HCHOJNB30BaTh  HIMPOKOBENIATEIBHBIE
BO3MOXHOCTH 3JIEKTPOHHON MOUTHI 3a MCKIIOYEHHUEM BBIMYCKA YMECTHBIX
O0OBSIBIICHUH.

- Bpl HE MOMKHBI KMCHONIB30BaTh KOPIOPATHUBHYIO 3JIEKTPOHHYIO
MOYTY JIJISl TOCJIaHUM JIMUHOTO XapakTepa.

- Bbl  J1OMKHBI  HEYKOCHUTENIBHO  COOJIIO/IaTh  MpaBWia |
WHCTPYKIIMM W TOMOTaTh aJMHUHUCTpATOpaM OOpOThCS C HAPYLIUTEISIMHU
MIpaBUII.

8. Ilopsizok paGoThl CO CbeMHBIMHM HOCHTEJIAMHU MH(OPMALIUH

8.1. Ilom wucnomp3oBanueM Hocureneil wuHpopmammun B HWCIIIH
MJIOY  «/lerckuit cam Ne55» mnoHuMaercs HX MNOAKIIOYEHHE K
unppactpykrype MHWCIIJlH ¢ unenpto 00paboTku, npHeMa/mepenayu
uHboOpMaIIM  MEXIy WH(OOPMAIIMOHHBIMA CHUCTEMaMH W  HOCHUTEISIMHU
uH(OpMaIIIH.

8.2. JlomyckaeTcsi WCIONB30BAHWE TOJBKO VYTCHHBIX HOCHUTEIICH
uH(OpMaIKi, KOTOphle ABIAIOTCS coOocTBeHHOCThI0O MJIOY «Jlerckuit can
Ne55» wm moaBepraroTcs peryssipHON peBU3HHA U KOHTPOJIIO.

8.3. Yyuer wuw BBIJIAUy CBEMHBIX HOCHUTENIeH  umH)OpMammu
OCYUIIECTBJISIET  JIMIIO, OTBETCTBEHHOE 3a OpraHu3anuio  o0paboTku
MEePCOHATBHBIX NaHHbIX. DaKT BbIAAYM HOCUTENS (DUKCUPYETCS B KypHaje
ydeTa MallluHHBIX HOCUTENIe HH(OpMaIIUU.

84. Ecmu gmoctym x WCIIJIH npousBOAWTCS TIPH  ITOMOIIH
nepcoHabHBIX  WacHTH(UKaTopoB (eToken, Rutoken, nap.), To dakT
MOJIYYEHUSI U ClIaud JIAHHBIX UIAECHTU(PUKATOPOB 0053aTEIBHO (PUKCUPYETCS



12
OTBETCTBEHHBIM 3a OpraHU3alMI0 OOpaOOTKM TMEpPCOHANbHBIX JAHHBIX, B
COOTBETCTBYIOIUX JKypHaIax.

8.5. B03MOXHOCTb MOAKIIOUEHUS HOCUTEEH MH(MOpPMAIUK, a TaKXKe
NOJy4YeHUE  YYTCHHBIX  HOCHUTeNer  uH(opMammu  MPemoCTaBISIOTCS
[Tons3oBarenssM mno uHuIMaTHBe angMuHucTpanmu MJIOY  «Jlerckuii can
Ne55» B cnywasx:

— HEOOXOIMMOCTH BBITIOJTHEHUST BHOBb MPUHATHIM PaOOTHHKOM
CBOUX JIOJDKHOCTHBIX 00SI3aHHOCTEIH;

- BO3HUKHOBeHUS y [loab3oBarens ciykeOHOM HEOOXOJUMOCTH.

8.6. Ilpwm ncmonp3oBaHuM HOCHTENEH HH(DOPMAITUH HEOOXOTUMO:

— UCIIOJIb30BaTh HOCUTENU WH(POPMAIUUA HCKIIOYUTEIBHO IS
BBITIOJIHEHHUSI CBOUX CITYKEOHBIX 00s3aHHOCTEH;

— OepeKHO OTHOCHUTCSA K HOCUTEISIM NIEPCOHAIBHBIX TAHHBIX.

— obOecrieunBath  (PU3HUECKYIO 0e30macHOCTh  HOCHUTEJEH
uH(bOpMaIK BCEMU Pa3yMHBIMH CIIOCOOAMH;

- U3BEIaTh OTBETCTBEHHOMY 3a OpraHu3aluio  00paboTKu
MEePCOHATBHBIX JAHHBIX O (PaKTax yTpaTsl (KpaXku) HOCUTENESH HH(POPMAIIHH.

8.7. Ilpu wuCHONBb30BAaHUM HOCHUTENCH TMEPCOHAIBHBIX  JIAHHBIX
3aIpeleHo:

— WCIIOJIb30BaTh HOCHUTENHM TEPCOHANBHBIX JAaHHBIX B JIUYHBIX
LEJSIX;

— nepeaaBaTh HOCUTENH MEPCOHATBHBIX TaHHBIX APYTUM JIHIAM (32
UCKITIOUCHUEM aJIMUHUCTPATOPOB);

— XpaHUTh CHEMHBIC HOCUTEIH C TMEPCOHAIBHBIMU JaHHBIMH Ha
pabouyux cronax, JIUOO OCTaBIATh MX 0€3 NMpUCMOTpa WIM IepeaaBaTh Ha
XpaHEHHE JIPYTUM JINIIAM;

- BBIHOCUTh ChEMHBIE HOCUTENH C TEPCOHAJIBHBIMHU JAHHBIMU U3
CITY>KEOHBIX TTIOMEIIEHHUH JJIs1 pabOThI ¢ HUMH HA IOMY H T. 1.

8.8. Jlwoboe  B3ammopeiictBue  (oOpaboTka,  mpuem/mepenada
uHpopmainun) uHUIMUpoBaHnHoe [lonb3oBareneM Mexay MH(POPMAIMOHHON
CUCTEMOM ¥ HEYYTCHHBIMH (JTUYHBIMH) HOCUTEISIMU HH(OpMaIuy,
paccMaTpUBaeTCs KaK HECAHKIMOHHUPOBAHHOE (32 HCKIIOYEHUEM CIy4acB
OTOBOPEHHBIX C aJMUHHUCTpatopamu 3apaHee). OTBETCTBEHHBI 3a
OpraHu3anui 00paboTKH MEPCOHATBHBIX JAHHBIX C MPUBICYCHUEM TTOMOIIU
(eciu HeoOxomumo) corpyaHukoB ['BY Pecnyomuku Komu «IIBW» Ha
ocHoBanuu CornameHusi OCTaBIseT 3a COO0OM MpaBO OJIOKUPOBATH WIIH
OrpaHUYMBaTh UCIIOb30BaHUE HOCUTENEH HH(DOpMAIUH.

8.9. HMudopmauus o6 ucnonbzoBanuu I[lomap3oBarensiMu HOCUTENEH
uHpopMai B HHGOPMAIMOHHBIX CHUCTEMaxX MPOTOKOJHMPYETCS U, MPHU
HEOOXOJIUMOCTH, MOXKET OBbITh MPETOCTABICHA PYKOBOJIUTEISM CTPYKTYPHBIX
NOJpa3ieNICHH, a TAaK)Ke 3aBEYIOIIEMY .

8.10. B cnyuae BbIsBIeHHMS (hAaKTOB HECAHKIIMOHUPOBAHHOTO W/WITH
HEIeNIEBOTO  WCIIONIb30BAaHWM ~ HOCUTENeld HH(pOpMalmu HWHHUIHHPYETCS
ciyxeOHasi TpoBepka, MPOBOAWMAsi KOMHCCHEH, CcOCTaB  KOTOpOii
OTIpENETSIeTCSl OTBETCTBEHHBIM 33 OpPTaHU3alUI0 OOPaOOTKH TMEpCOHATHHBIX
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naHHbIX. [lo (¢akTy BBISICHEHHBIX OOCTOSITEILCTB COCTAaBISETCS aKT
pacciieIOBaHUs MHIMACHTA U MEPENACTCS 3aBEAYIOLIEMY ISl IPUHSITHS MEp
COTJIACHO JIOKaJIbHBIM HOpMaTUBHBIM akTam MJIOY «Jlerckuii cag NeS5» u
JIEUCTBYIOLIEMY 3aKOHOAATENBLCTBY PO.

8.11. Tlpu oTmpaBke WM Nepeaade NepCoOHATBHBIX JaHHBIX aJpecaTaM
Ha CbEMHbBIC HOCUTEIHU 3aMKUCBHIBAIOTCS TOJIBKO MpEIHA3HAYEHHbIE aJpecaTam
JaHHBIE.

8.12. BriHOC CBEMHBIX HOCUTEIEH TMEePCOHAIBHBIX JAHHBIX A
HEMOCPEICTBEHHON Mepefaynd  aJpecary  OCYIIECTBISETCS  TOJIBKO C
MUCbMEHHOTO Pa3pEelICHNs] PYKOBOJIUTEIS CTPYKTYPHOTO MOAPa3/I€ICHUS.

8.13. ChemHBIE HOCUTENM TEPCOHAIBHBIX JAaHHBIX, MPUIIEANINE B
HETOAHOCTb, WM  OTCIY)KMBIIME YCTAHOBJIIEHHBIM CPOK, MOJJIEKAT
YHAUYTOXXECHUIO. YHHUUTOKEHUE CBHEMHBIX HOCUTENIEH ¢ TEePCOHAIbHBIMU
JaHHBIMU OCYILIECTBIIIETCA KOMMCCHEH, COCTaB KOTOPOM OMNpPEAEISAETCS
OTBETCTBEHHBIM 3a OpTraHW3alui0 O00paOOTKH TMEpPCOHANBHBIX JaHHBIX. [lo
pe3yJibTaTaM YHUYTOKEHUSI HOCUTEIIEW COCTABIISIETCA aKT.

8.14. B cmydae yBOJbHEHHMS WIM TiepeBofa pabOTHHKAa B Jpyroe
CTPYKTYpPHOE MOJIpa3/elICHHE, NMPEAOCTABIECHHBIE HOCUTEIU IEPCOHAIBHBIX
JAHHBIX HM3BIMAIOTCS U JIEJIAIOTCS COOTBETCTBYIOIIME MOMETKH B KypHaje
ydeTa MallluHHbIX HOCHUTEIIEH.

9. IIpaBa moJib30BaTeJisi

9.1. HcnonwszoBate UHCIIJIH MOV «Jlerckmit cag NeS5» mis
BBITIOJTHEHUS JIOJDKHOCTHBIX 00SI3aHHOCTEH.

9.2. OOpamarbcsi K OTBETCTBEHHOMY 3a OpTaHHU3aIMI0 00pabOTKU
MEPCOHANIBHBIX JAHHBIX IS KOHCYJbTAIMA IO TOBOAY HCHOJIb30BaHUS
nporpaMmmHoro obecrneuenus u APM, Bonpocam 00paGOTKH MEepCOHATBHBIX
JAHHBIX.

9.3. HampaBnare mnpemIoKeHUsT 10 YCTAaHOBKE HOBBIX BEpPCHIMA
CYIIIECTBYIOIIETO  MPOrpaMMHOrO  obecrieueHuss (¢ 00OCHOBaHUEM
HEO0OXOMMOCTH 3aMEHBI CTAPhIX BEPCHIl HA HOBBIE).

9.4. HanpaBnare NpeIOKEHUS O MOJECPHU3ANMH TMPOTPAMMHOTO
obecnieuenusi, paszpabareiBaemoro B MOV «Jlerckuit cag No55» wim 1o
3akazy MJIOV «/lerckuit cam No55».

9.5. HanpaBnare mnpemiokKeHUsT MO YCTaHOBKE HOBOrO (a Takke
JOTIOTHUTENIBHOT'0) MPOrpaMMHOI0  obecriedeHus: (C  yKa3aHUEM Leu
UCIIO0JIb30BaHUs, IPEUMYIIIECTB MEePe]l CYIIECTBYIOMNMU aHATIOTaMHM).

9.6. Hanpanare npensioxxeHust mo moaepHusanuu APM (3ameHbl Ha
HOBBIE aHAJIOTH), C 00s3aTeIbHBIM OOOCHOBAHHEM 3aMEHbl U YKa3aHUEM
IIPEUMYILECTB MEPE] CYLIECTBYIOIIUMHU aHAJIOTaMH.

9.7. TlonyuyaThb KOHCYIbTAllMM W Pa3bSICHEHHS MO HOPMATHUBHBIM

JIOKyMEHTaM, PErIaMeHTHPYIONIUM PaboTy ¢ TEPCOHATBHBIMHU JTaHHBIMU B
MJIOY «Jlerckuii cam NeS5.
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10. OTBeTCTBEHHOCTD

10.1. Ilonb3oBaTenb HECET MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 CBOM
JeNUcTBUS Wi Oe3/1eCTBUEe, KOTOPhIE MOTYT IMOBJIEUb 32 COOOM pa3rialieHue
IIEPCOHANIBHBIX  JAHHBIX, a TaKXe 3a HapyLIEHWEe HOPMAaJIbHOIO
dbyukumonupoanus MCIIJlH wiam  uX  OTACIBHBIX  KOMIIOHEHTOB,
HECAaHKIIMOHWPOBAHHBIM  JTOCTYm K WH(OpPMAIMU B COOTBETCTBUE C
3aKoHOarenbCcTBOM Poccurickon denepanuu U JIOKaJIbHIMU HOPMATUBHBIMU
aktamu MJIOY «/Jlerckuii cag NeS5y.
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JIMCT 0O3HAKOMIICHHS C «HHCTpYKIIPIGfI II0JIB30BAaTCJIA 110 pa60Te C
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