YTBEPXJIEHO
npukazom MJIOY
«Jlerckuit cag No55»

ot 29.11.2017 Ne01-08/210A

NHCTPYKIUA
noJib3oBares mo padore B 'MC «aekTpoHHoe o0pa3oBaHue» C
MEePCOHAJIBbHBIMH IaHHBIMHU

1. O01mue noJ10KeHus

1.1. Hacrosmas WHCTpyKIus ompenensier oOmue mnpaBuia padOThI
COTPYIHUKOB MyHUIIMTIATBHOTO JIOIIKOJIBHOTO 00pa3oBaTeIbLHOTO
yupexaenust «Jlerckuit cam NeS5 komOuHupoBaHHoro Buaay (nainee —-MJIOY
«Jlerckmit camg Ne55») ¢ mepCcoOHaTIbHBIMU JaHHBIMH.

1.2. TlepcoHanbHbIE JaHHBIE B JIEKTPOHHOM BUJE 00pabaThIBalOTCS B
UH(GOPMAITMOHHBIX cUCTEeMax MEePCOHATBHBIX JTAHHBIX. Takxe
YCTaHABJIMBAETCS OCOOBIN TMOPSIOK 00pabOTKU M XpaHEHHUs MEePCOHATBHBIX
JAHHBIX, COJIEPKAITUXCS HA OyMaKHBIX HOCUTEJISX.

1.3. Tlonb3oBarenem siBnsgercs Kaxablid corpyaHuk MJIOY «Jlerckuit
can Ne55y», yuacTByronuil B paMKax CBOUX (PYHKIIMOHAIBHBIX 00S3aHHOCTEH
B Ipoleccax Kak aBTOMAaTU3UPOBAHHOM 00paOOTKH, Tak U 00paboTKu Oe3
UCIIOJIb30BaHUSl CPEJICTB ABTOMATH3AIMK IMEPCOHAIBHBIX JAHHBIX, a TaKXKe
UMEIOIINHI JIOCTYI K anmnapaTHBIM CPeJCTBaM, MPOrpPaMMHOMY 0OECIIEUEHHIO,
HOCHTEJSIM UH(OPMAIIUU U CPENICTBAM 3aITUTHI.

1.4. Tlonws3oBarens B CBOEM paboTe PYKOBOACTBYETCS HACTOSIIEH
WNuctpykmuert,  [lpaBunmamu  00pabOTKM  TEPCOHANBHBIX  JIAHHBIX,
pykoBomsiuMu 1 HopMaTuBHBIMH JokyMeHTamu DPCTIOK Poccun u @Ch
Poccum wu gpyrumum  npokymenramu MOV  «Jlerckumii  cam  NeSSy,
periaMeHTUPYIOMIMMHU 00pabOTKY EPCOHATBHBIX JAHHBIX.

1.5. Meroauueckoe pykoBoAcTBO 10 padore I[lomw3oBaTens
OCYILECTBIJISIET OTBETCTBEHHBIN 3a OpraHu3aluio 00pabOTKU MEPCOHABHBIX
JTAHHBIX.

2. TepMuHBI U onipeaeeHNs]

2.1. TlepconanbHble naHHbIE — Mt00as WHGOPMAIIHS, OTHOCAIIASACS K
OpsIMO WJIM KOCBEHHO OIPEACICHHOMY WM OIpeAesiieMOMY (PU3HMUECKOMY
Iy (CyOBEKTY NEPCOHANBHBIX TaHHBIX ).

2.2. OOpaboTKa TIEPCOHANBHBIX JAHHBIX — JII00Oe JehCTBHE
(omepanusi) WM COBOKYIHOCTh JACHCTBUM (Omepaiuii), COBEPIIAEMBIX C
WCIIOJIb30BAaHUEM CPEICTB aBTOMATH3allMd WU 0€3 HCIOIh30BAHUS TAKUX
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CpPEICTB C TEPCOHATLHBIMU  JIaHHBIMH, BKJIIO4Yas cOOp,  3aIucCh,
CHUCTEMAaTH3alllI0, HAKOIUICHUE, XpaHeHHWe, yTOoYHeHHWe (OOHOBICHHE,
U3MEHEHHUE), W3BJCUCHUE, HCIOIb30BaHUE, Nepenady (pacmpocTpaHEHHeE,
NpenocTaBjIeHue, JOCTyM), O0e3NuYMBaHuEe, OJIOKUpOBAHUE, YyHalieHUE,
YHUYTOKEHHUE TICPCOHATBHBIX TaHHBIX.
2.3. ABTomarm3upoBaHHas 00pa0OOTKa TMEPCOHANBHBIX JIaHHBIX —
00paboTKa MepCOHANBHBIX JAHHBIX C MOMOIIBIO CPEACTB BBIUMCIUTEIHLHOU
TEXHUKHU.

2.4. PacnpocTpaHEeHHE TEPCOHAIBHBIX JaHHbIX —  JEHCTBUS,
HaIlPaBJICHHBIC HAa PACKPBITHE TEPCOHAIBHBIX JIaHHBIX HEOIPEIEICHHOMY
KpyTy JIUII.

2.5. [IlpenocraBiieHHE€  MEPCOHANBHBIX  JIAHHBIX —  JICWCTBHS,

HAIIPaBJICHHbIE HAa PACKPBITHUE MEPCOHATBHBIX JIAHHBIX OMPE/ICTICHHOMY JIUILY
VI ONPEJIETICHHOMY KPYTY JIUII.

2.6. HMudopmanmonnas cucrema nepcoHanbHbix AaHHbIX (MCIIIH) —
COBOKYITHOCTh COJIEpXKAIIMXCSa B 0a3ax MaHHBIX MEPCOHAIBHBIX IAaHHBIX U
o0ecrnieunBaOIMMX UX 00pabOTKy HWH(OOPMAIIMOHHBIX TEXHOJOTHH M
TEXHUYECKUX CPEJICTB.

2.7. ABrtomaruzupoBaHHOe pabouee mecto (APM) — mporpammHo-
TEXHUYECKUN KOMIUIEKC, MOCpecTBOM KoToporo Ilonp3oBaTens BBIMOIHSIET
CBOM JIOJPKHOCTHBIC OO0S3aHHOCTH (IEPCOHAIBHBIA KOMIIBIOTEP, HOYTOVK,
TEPMUHAI U T.IL.).

2.8. HecankuuonupoBansubii  goctyn (HCJ) — nmoctym K
uHbOpMaIlMM, HapyIMIAOIMIUA  TpaBWja pasTpaHUYCHHS  JIOCTyma ¢
UCIIOJIb30BAaHUEM  INTATHBIX  CPENICTB, MPEIOCTABISAEMBIX CpEIACTBAMH
BBIYHUCITUTEIFHON TEXHUKH WM aBTOMATU3UPOBAHHBIMHU CUCTEMaMHU.

2.9. IlocTopoHHHME JHIla — JHMLA, KOTOPBIE HE HMEIKT IpaBa
CaMOCTOSITEJILHOI'O JIOCTyna B TOMElleHHe U (W) HE HMEKT MpaBa
camoctosatensHoro jgoctyna B MCIIJIH w (unm) He uMEIOT Jomycka K
MePCOHATBHBIM JaHHBIM.

2.10. CpenctBo 3amutbl WHGOPMAIMM OT HECAHKIIMOHHUPOBAHHOTO
noctyna (C3U or HCJl) — nporpaMMHOe, TEXHUYECKOE WJIM MPOrpPaMMHO-
TEXHUYECKOE  CpPEICTBO, HANpaBJIEHHOE Ha MpeAOTBpalleHuE WU
CYIIECTBEHHOE  3aTPyJHEHHE  HECAHKIMOHUPOBAHHOIO  JIOCTyma K
uH(pOpMaIIH.

3. O0A3aHHOCTH MOJIL30BATEJIA

3.1. He pasrnamars mepcoHajdbHBIE JaHHBIC, KOTOpBIE OyayT
JIOBEPEHBbI WJIM CTaHyT HM3BECTHBI B XOJi€ pabodero mpoiiecca BO BpeMs
BBITIOJIHEHUS TOJKHOCTHBIX (JIOTOBOPHBIX ) 00SI3aHHOCTEH.

3.2. He coobmarb ycTHO WJIM MUCbMEHHO, HE MepefaBaTh B KaKOM-
aub0 BHUAE TPEThbUM JHMIAM U HE PacKpbIBaTh MYOJUYHO TEpPCOHATLHBIE
JaHHbIE 0€3 COOTBETCTBYIONIETO paspemieHus 3aBeaytomero MJIOY
«Jlerckuii cam No55».
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3.3. 3HaThb W BBINOJHATH TPEeOOBAHUS 3aKOHOAATEIbHBIX aKTOB
Poccuiickonn ®denepamnuu, Hactosimern MHCTpyKUMM U APYrux BHYTPEHHUX
JIOKYMEHTOB, PEriIaMEHTUPYIOIIUX TMOPSAIOK OOpabOTKM TMEePCOHAIBHBIX
JTAHHBIX.

3.4. Bobmonuate Ha APM TOnpko Te mpoueaypbl 00padoTKu
MEPCOHANBHBIX JJAHHBIX, KOTOPbIE OMPEACIICHBI TOKHOCTHOM HHCTPYKIUEH.

3.5. 3Hath W coOdIOJaTh YCTAaHOBJICHHBIE TpeOOBaHUS O00pPabOTKU
NEePCOHANBHBIX JAHHBIX, Yy4Ye€Ta, XpPaHCHUS] U TMEPECHUIKHM HOCUTEeIeH
nHdopMaimu, odecredeHns: 0€30MaCHOCTH IMEPCOHATBHBIX TaHHBIX.

3.6. Hcnonb3oBarh Mg XpaHEHUs INEPCOHAIBHBIX JAHHBIX TOJBKO
OMpEJICICHHbIE MECTa XPAaHEHUS] M YYTCHHbIE HOCUTEIU MEPCOHAIBHBIX
JTAHHBIX.

3.7. HesamemnmutenbHo, B  KpaTyallllie  CpOKH,  COOOIIATh
zagenyomemy MOV «Jlerckuit cam NeS5» o0 yrpare wiu HemocTaue
HOcHUTeNled HMH(pOpMallUM, YAOCTOBEPEHUM, MPOIMYCKOB, KIOYEH OT
MOMEIICHUA, XpaHWauMl, ceidoB W O Apyrux ¢akrax, KOTOPHIE MOTYT
MPUBECTH K Pa3MIIAlICHUIO EPCOHAIBHBIX TAHHbIX.

3.8. Ilpu npekpamieHun padboT (TPYJIOBBIX OTHOIIEHUN) BCE
MaTepHalIbHbIE HOCHUTENH, COJlepKalllie TepCcoHaIbHble JaHHbIe (uiemr-
HAKOIMMTENIM, JUCKEThl, ONTUYECKUE JIUCKH, JOKYMEHTBI, UYEPHOBUKH,
pacmeyaTkd Ha  TpPUHTEpax, KUHO- U  (QoToMaTepuasbl, MOJEINH,
IIPOMBIIIIEHHBIE 00pa3iibl U 1p.), nepenars 3apenyromemy MOV «Jlerckuit
cax NeS5».

3.9. Cob6nrogaTs TpeOOBaHUS MAPOIHLHON MOTUTUKH (pa3en 4).

3.10. CobnronaTh TpeOOBaHUS AHTUBUPYCHOM 3aIUTHI (pa3en S).

3.11. Ilonp3oBaTenu, wuMermme BbIXoa B HHTepHeT, o00s3aHbBI
co0Jro1aTh MpaBuiia Mpu paboTe B CETAX CBI3U OOIIET0 MOJIb30BaHUS U (WJIN)
CEeTAX MEXKIyHapOIHOro HH(GOPMALIMOHHOTO OOMeHa (paszen 6).

3.12. [lonb3oBaTenu, paboTarONIUME C AJICKTPOHHOW MOAMHUCHIO WU
ucronp3yromue ImudpoBanue, o0s3aHbl cobmoaaTe WHCTpyKIUMIO 10
00OpaIIeHnio Co CpeACTBAMU KpUNITOTpaduuecKon 3amuThl THGOPMAIIHH.

3.13. DkpaH MOHUTOpA B MOMEIICHUHU pacliojaratbh BO BpeMsi padOThI
TaKk, 4YTOOBl  HCKJIIOYAlach  BO3MOXKHOCTh  HECAHKIIMOHHMPOBAHHOTO
O3HAKOMJICHUSI C OToOpakaemMoll Ha HHMX HH(OpMaIueld MTOCTOPOHHUMU
JUIAMHM, IITOPhl HA OKOHHBIX MpPOE€MaXxX JOKHBI ObITh 3aBElIaHbl (KaTIO3U
3aKpPBITHI).

3.14. OG0 Bcex BBISBICHHBIX HApPYIICHUSX, CBSI3aHHBIX C MOPSIKOM
00pabOTKHU MEPCOHANIBHBIX JTAHHBIX, & TAKXKE ISl TTOJTYYEHUM KOHCYJIbTalUM
10 BOMpocam o0pabOTKH MEPCOHABHBIX TAHHBIX, HEOOXOAMMO 00paIaThes K
OTBETCTBEHHOMY 3a OpPTaHM3al1I0 00pa0OTKU MEPCOHATBHBIX JAHHBIX.

IMoab30BaTesisiM 3anpemaercs:

3.14.1. Hapymiats yctanoBnenusie B MIIOY «Jlerckuii cag No55»
MHCTPYKILHH MO paboTe C MEPCOHATIBHBIMU JTaHHBIMHU.

3.14.2. Hcnonb3oBath KOMIIOHEHTBI IIPOTPAMMHOT O u
anmapaTtHoro ooecrnieuenust MJIOVY «Jlerckuit cax No55» B HecimyKeOHBIX



HEeTsX.
3.14.3. OcraBnsaTh cBoe pabouee MecTo 0€3 MPUCMOTPA,
IpeIBapUTEIbHO HE 3a0JIOKMPOBAB (IUTATHBIMU CPEACTBAMU ONEPALIMOHHON
cucrembl Windows — komOunanuen kmapum [WIN] + [L] wam [CTRL] +
[ALT] + |[DEL] ¢ panpHEeWIIMM HakaTUeM KHONKUA «biokupoBKa»
MOSIBUBINIETOCS MEHIO, JTUOO TIPU TIOMOIIM INTAaTHBIX CPEICTB 3aIUThHI
uH(pOpMaIMM OT HECAHKIIMOHUPOBAHHOTO JOCTYIA MPU UX HAIUYUH).

3.14.4. OcraBnsaTe 0e€3 mpucMOTpa WM HEYOpaHHBIMH B
xpanunumia (mkad, ceid) HocuTeNnw WIM JOKYMEHTBI, COJEpKallue
NEepPCOHAIbHBIC TAHHBIE.

3.14.5. 3anuceiBaTh M XPaHUTh MEPCOHANIbHBIE JIaHHBIE Ha
HEYUTEHHBIX HOCHUTENAX WHPopMaluu (ONTHYECKUX JUCKaX, TUOKUX
MAarHUTHBIX AUCKaX, (pJenI-HAaKOMUTENIX U T.IL.).

3.14.6. CaMOBOJIBHO HW3MEHATh COCTaB W  KOH(MUTYpaIUIo
UCIIOJIb3YEMbIX ITPOTPAMMHBIX, allllapaTHBIX, MporpaMMHO-anmapaTHbIX
CPEICTB, CaMOBOJBHO  yCTAaHaBIWBaTh MPOTrpaMMHOE  OOecreueHue,
OTKJIFOYATh/MOJIKJII0YAaTh 000PYI0BAHUE UM U3MEHSTh PEKUMBI €r0 padOThl.

3.14.7. CamoBonbHO monknwoyate APM wmim npyrue cpencrBa K
JIBC TAY PK «IUT», uzmensates [P-anpec, MAC-aapec v Hble HACTPOUKHU
cetu APM.

3.14.8. [Ipon3BoauTh AEHUCTBHS, HAMNPABICHHBIE HA IIOJYYCHHUE
HECaHKIIMOHUPOBaHHOTO Aoctyna Kk APM u cepBepaM, paBHO KaK U JIFOOBIM
apyruMm y3nam JIBC MJIOY «/lerckuit cag NeS5» mnm HMHTEepHer, B TOM
quclIe:

- JIEUCTBUS, HAMpaBJICHHbIE HA  HAPYIIEHHE HOPMAJIBHOTO
(GYHKIIMOHUPOBAHUS SJIEMEHTOB CETH (KOMIIBIOTEPOB, JPYroro CETEBOro
000py10BaHUS WX IIPOTPAMMHOT0 00€CTICUCHHUS );

- YCTaHOBKa MPOrpaMMHOI0 OOECTEeUEHHUsl, OCYIIECTBIISIOUIETO
nepexsaT uHpopMaiuu (MHPOPMAITMOHHBIX MMAKETOB), aAPECOBAHHON APYTUM
MOJI30BATEIISAM;

— JeNUCTBUS, HaIpaBJICHHbBIC Ha MOJIy4eHHE
HECAaHKIIMOHUPOBAHHOTO JIOCTynma K WH(GOPMAIIMOHHBIM pecypcaM, B
MOCJIEYIOIIEM UCTIOIb30BAHUH TAKOTO JI0CTYTIA;

- YHUYTOXEHHUE, MOAU(UKAIUi MNPOrpaMMHOrO OOECTEUCHUsI WU
JTaHHBIX 0e3 coryacoBanus ¢ 3apeayromuM MOV «/lerckuii cag Ne55» nnun
BJIaJI€NIbIIAMH 3TOT'O Pecypca;

- NOMBITKK MoA0Opa mnapojed K JO0bIM  HH(POPMALMOHHBIM
pecypcaM MeTOAOM mepedopa BCEX BO3MOMKHBIX BapHAHTOB MapoJjel, Jmoo
aTakx Io CJIOBapIo;

— YMBILUIEHHbIE JEHCTBUS 1O CO3/IaHUIO0, WCIIOJIBb30BAHUIO U
pacnpocTpaHEHUIO0 BPEAOHOCHBIX MPOrpaMM, B TOM YUCJIE HAPABICHHBIX HA
MOJIy4YE€HHUE HECAHKIIMOHUPOBAHHOI'O JOCTYIA K JIIOOBIM UH(POPMAIMOHHBIM U
cyxebHbsIM pecypcam (kak BHYTpu MJIOVY «Jlerckuii cag Ne55», Tak u BHE),
a100 HA HApYIIEHUE IIEJIOCTHOCTH U pabOTOCIIOCOOHOCTH 3TUX CUCTEM;

— JNEHUCTBUSA 1O CKAaHUPOBAHUIO JIOKAJBHOM CETH C LENbI0
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OMpEeNIeNICHUs] €€ BHYTPEHHEH CTPYKTYpPbl, CHUCKOB OTKPBITHIX MOPTOB,
HaJIMYUs CYIIECTBYIOIINX CEPBUCOB U YSI3BUMOCTEH.

3.14.9. CamMOBOJIBHO M3MEHATH NapaMeTpbl CPEACTB  3aLUTHI
uHbopmarui (B TOM YHCIIE€ U CPEACTB AHTHUBUPYCHOW 3alllUTHI), a TaKkKe
3aBepiiaTh UX paboOTy U (WJIM) CAMOCTOATENIBHO UX YCTaHABIIUBATh.

CamocTosTeNnbHO pa3pabaThiBaTh Wi UCII0JIb30BaTh
HeperiiaMeHTupoBaHHbIe (0e3 pazpemienus 3aBenaytomero MJIOY «Jlerckuit
cag Ne55», He oTHOcsIIMECS K MPOU3BOJACTBEHHOMY IPOIIECCY) MPOrPaMMBbl
(mampumep: urpsl, IM-knuenTsl, Takue kak Google Messenger, ICQ u T.11.;
P2P-xnmuentsr: Kazaa, eMule u T.11.).

3.14.10. Pazpemats mocTOpOHHMM JHUIAaM paboTaTh TMOJ CBOEH
yueTHou 3anucbio B UCITIH.
3.14.11. [lepecpuiath mepCcOHANBHBIE JAHHBIE IO KaHAJIaM CBS3U B

OTKpBITOM BHJIE, B TOM uncie VHTepHeT, no tenedony, ¢akcy, 3MeKTpOHHON
noute u T.1. (0€3 UCTIOJIb30BaHUs CPENCTB MK(PpPOBaAHNUSA).

3.14.12. [TomyyaTh DOCTYI K NMEPCOHAIBHBIM JAHHBIM C PabO4YuX
MeCT, He OOOpyIOBaHHBIMM HEOOXOOUMBIMH  CPEACTBAMU  3AIIUTHI
uH(pOpMaIIH.

3.14.13. CamMOBOJIBHO ~ CcO3[1aBaTh ~ COBMECTHO  HCIOJIb3YEMBIE

CeTeBblE€ pecypchl (MamKyd OOIIero JOCTyIa) Ha CBOMX KOMIIBIOTEpax M
¢daloBBIX cepBepax, HECAHKIIMOHMPOBAHHO YAAIATh WM HU3MEHSATH TpaBa
JOCTYTIA K HUM.

3.14.14. B cnaydyae BO3HHMKHOBEHHMS JIOOBIX  MEXaHMUYECKUX
HEHCIPAaBHOCTEH B  OOOpPYIOBAaHUM  OCYLIECTBIATH  CaMOCTOSITENIbHBIC
MOMBITKU UX YCTPAHEHUSI.

3.14.15. [IpensTcTBOBAaTH MOMKHOCTHBIM JIMLAM IPU MPOBEACHUU
IPOBEPOK U CIYXKEOHBIX pacciieJOBaHUM, CBSA3aHHBIX C OOecreYyeHUueM
0e30MacHOCTH HH(OpMALUK.

3.14.16. Yaanate WM UCKaxaTh MpOrpaMMbl W (ailibl ¢
NEPCOHAJIBHBIMU JAHHBIMM W HHOM BaXHOW HHpopManmen (Hampumep,
CUCTEMHOM, HeoOxoaumoit st pyakmmonupoanust UCIT/IH).

3.14.17. VYMBIIUIEGHHO  HUCHOJIb30BaTh  HEJIOKYMEHTHUPOBAHHbBIC
CBOMCTBa M OWIMOKM B MPOrpaMMHOM OOECIEYEHHMH WJIH B HACTPOMKax
CPEACTB 3alllUThl, KOTOPHIE MOT'YT MPUBECTH K BO3HUKHOBEHUIO BHEIITATHON
cutyauu. O6 0OHapyEHUHU TAKOro poja OMMOOK — CTaBUTh B U3BECTHOCTh
PYKOBOJUTENS CBOErO MOJPA3JEICHUs] U COTPYIHUKOB, OTBETCTBEHHBIX 32
YCTaHOBKY ¥  (WJIHM) COMNPOBOXIEHUE MPOrPaMMHOr0  oOecredeHus
(AnMuHHCTpaTOpa 0e301acHOCTH IIEPCOHAIBHBIX JAHHBIX B
WHPOPMAIIMOHHBIX ~ CHUCTEMaxX  TMEpPCOHAJbHBIX  JIAHHBIX  (mamee -
aMUHUCTpATOp 0€30MacCHOCTH)).

3.14.18. [Toakmrouats k JIBC MJIOY «/lerckmit cam NeS55» nudHbie
CpelICTBA BBIUMUCIUTEIBHOW TEXHUKH: HOYTOYKH, KapMaHHbIE KOMIIbIOTEPHI,
CMapTQPOHBI U T.I., a TAKKE JTUYHbIE HOCUTENH U HAKOMUTEIU WHPOPMALIHH.
B cinydae HeobxonuMocTH mnepeHoca MHGOpPMalUU C JUYHBIX HOCHUTENEH
uH(popMaIui 00paIaTbCsi K OTBETCTBEHHBIM.



4. IlapouabHasi moJIUTHKA

4.1. OOmmue TpeOGOBAHUSA K MAPOJISIM:

— MunumansHoe TpeOoBaHuE: OyKBEHHO-UM(POBOH  maposb.
KenarenbHO HCHONIB30BaTh OYKBBI B BEPXHEM WM HUXKHEM pPErucTpax,
QP WIN CIIEIUAIbHbIE CUMBOJIBI (Hampumep: ~ ! @ #$ % & * () -+ =
N?/.,:7 ][ {}<>.u1am).

— MunumanbHas IJIMHA Maposisi: He MeHee 6 (IIIeCTH) CUMBOJIOB.

— MakcumanbHbIM Cpok AeicTBus napoiisi: 90 cyTok.

— 3anper  UCIHONb30BAHUS TPEX paHEE  MCIIOJIb30BABIIUXCS
napoJsen.

- [Tapons Ilonp3oBaTenss HE MOMDKEH BKIIOYATh B Ce0s JIETKO
BBIYHCIISIEMbIE COYETAHUSI CUMBOJIOB, OOLICHIPUHSITHIE COKpPAILCHUS, WMEHA,
(aMuIum, TOIKHOCTH, TOJ POXKACHUS, HOMEp Macrnopra, TadeabHbIi HOMEp,
uHyo nHpopmaruio o [loap3oBarene, JOCTYMHYIO IPYTHM JIUIIAM.

— 3anpemaercss UCHOoJb30BaTh B KAYECTBE MApOJIsl ONMH U TOT XKE
NOBTOPSIOIIMNACS ~ CUMBOJN  JMOO  MOBTOPSIIOUIYIOCS ~ KOMOMHAIIMIO W3
HECKOJIbKUX CUMBOJIOB.

— 3anpeniaercss MCIOJIb30BAaTh B KayecTBE MapoJii KOMOMHAIIMIO
CUMBOJIOB, HaOWpaeMbIXx B 3aKOHOMEPHOM TIOpSIKE Ha KIaBHAType
(manpumep: 1234567, qwerty u T.11.).

4.2. IlpaBuia UCHOJIb30BAHMS MAPOJIEN:

- XpaHuUTh B TallHE CBOM MapoJib, HE COOOIIATh €ro APYrUM JIULIAM.

- He nmpenocraBnsate qoctyn B UCIIJIH apyrum numam noa cBoei
YYETHOU 3aIIUCHIO0 U NIAPOJIEM.

- N3MeHATh CBOM Mapoib MpU MEPBOM TPEeOOBAHUU MOIUTUKHU
napoJeit onepanmonHo cuctemsl u/w UCIIh.

— Bo Bpems BBoma maposed  HEOOXOIHMMO  UCKIIOYUTH
BO3MOXXKHOCTh €TI0  MOJACMAaTpUBaHUS  MOCTOPOHHUMHU  JIUIAMH WM
TEXHUYECKUMU CPeICTBaMH (BUIEOKaMEPHI U JIp.).

— 3anpemaercsl 3alnruchbiBaTh CBOM MApOJIA B OYEBUIHBIX MECTAX,
BHYTPEHHOCTHU SIIIMKAa cToMa, Ha MoHUTOpe APM, Ha oOpaTHO#l cTOpoHE
KJIaBUATypHhI U T.J1.

— 3anpemjaercss XpaHUTh Mapojidi B 3allMCAHHOM BHJE Ha
OTJIENbHBIX JIUCTaX OyMaru.

4.3. Cwmena, ynajenue Ju4Horo mapoJs Jwooro Iloab3oBartess
NMPOU3BOANTCS B CJEIYIOLIMX CAy4Yasix:

- B CJIy4yae MOJI03PEHUS Ha KOMIIPOMETALUIO MapOJIs;

- 10 OKOHYAHUU CPOKa JEHCTBUS;

— B Cllyyae MpeKpauieHusi MoJIHOMOYMI (YBOJIbHEHHUE, IEpexo] Ha
apyryto padory BHyTpu MJIOVY «Jlerckuii cax Ne55») Ilonbs3oBarens mocie
OKOHYAHMS TOCJEIHEro ceaHca paboThl B WH(DOPMAIMOHHBIX CHCTEMax
MEePCOHAIBHBIX JTAHHBIX;
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- N0 YKAa3aHUIO OTBETCTBEHHOI'O 3a OpraHu3alui o0pabdoTKu
NEPCOHAJIBHBIX JAHHBIX.

4.4. Tlpu yBONbHEHUH, MEPEXO/I€ HA HOBYIO JODKHOCTh COTPYIHUKA,
UMEIOIIETO JOCTYNl MOMHUMO CBOEH YYETHOM 3amucu K JPYrUM pecypcam
(MeXceTeBble IKPAHBI, MApUIPYTU3ATOPBI, CEPBEPHI, APYTHUE YUETHBIE 3aIUCH
U T.I.) TaKKe MPOU3BOJAUTCS BHEIUIAHOBAs CMEHA TMapojied K TaKuM
pecypcam.

S. IlpuMeHeHHe JUYHBIX HACHTH(PUKATOPOB B HHPOPMALTUOHHO
CHCTEeMe NMEePCOHATBbHBIX JAHHBIX

[TpuBs3Ky uaeHTHU(PUKATOPA K MOJb30BATENIO (YUYETHOW 3alUCH) BBIMOIHSIET
aJIMUHHUCTPATOpP O0€30MaCHOCTH.

5.1. Tlome3oBaremm MCII[In momy4aroT CcBOM  HMICHTH(PHUKATOP Y
aAMUHHUCTpaTOpa 0€30MaCHOCTH.

5.2. Tlonw3oBarens UCII/IH 00s13aH XpaHUTh CBOM JIMUHBINA UAECHTU(PUKATOP
B HEJIOCTYIHBIX JIJIsl APYTUX COTPYAHUKOB XPAHWIHILAX.

5.3. Tlomws3oBaremto WCIIIn 3ampemiaercss mnepeaaBaTh CBOW JIMYHBIN
uaeHTHpuKaTop.

5.4. B cnyuae yrepu nuuHOoro wujaeHTtuduxaropa, nonb3oBarenb WMCIIIu
JOJDKEH HEMEUICHHO MOJO0XKUTh 00 3TOM aJMHUHHUCTPATOpy OE€30MacHOCTH
uHbOpMaIIIH.

5.5. B cnydae mpekpallieHus TOJITHOMOYUN YYETHOM 3alUCU TOJIH30BATEIS
NUCTI/x (yBombpHEHHE, IEPEXO0/ Ha APYTYyIo padoTy, B Apyrue MOMEIICHUs, a
TaK)Ke Jpyrue o0CTOSATENbCTBA) YUETHAs 3alUCh JIOJKHA OBITh ylajeHa, a eé
UAEHTU(PUKATOP JOJKEH OBITh CHaH aJMUHUCTPATOPY OE€30MacCHOCTH
uHbOpMaIIMM TIOCJI€ OKOHYAHMs IIOCJIETHEr0 ceaHca paboThl JaHHOTO
nons3oBatens B UCII/IH.

5.6. B ciyyae koMIpoMeTanuu WIM YTE€PH JUYHOIO HACHTU(UKATOpa
MOJIb30BATEN aIMUHUCTPATOPOM O€30MAaCHOCTU JIOJKHBI OBITh HEMEIJIEHHO
IPEANPUHATHI MEPBI B COOTBETCTBHH C M. 5.7 HacTosmen MacTpyknnm.

5.7.  Anmunuctpatop 0€30MacHOCTH HH(OpPMAIMK JOMKEH MPOBECTH
CIykeOHO€ pacclielOBaHUWE /I BBIICHEHUS NPUYUH KOMIIPOMETAIUU
UACHTU(UKATOpa C LEIbI0 BBIPAOOTKM HOBBIX WM COBEPIIEHCTBOBAHUS
OPUHATHIX TEXHUYECKUX W OPraHU3AILMOHHBIX MEp IO YCTPAHEHHWIO TaKOH
yrpo3bl B OyaylieM, a TakKe BBIACHEHHMIO BEJIMYMHBI yHiepOa, KOTOpbIN
MOJKET ObITh HAHECEH COOCTBEHHUKY MH(POPMALIMOHHBIX PECYPCOB.

6. AHTHBUpYCHAas 3alIUTA

6.1. B cnydae OTCYTCTBUS IUTATHBIX (PYHKIHMI aHTUBHPYCHOM
OporpaMMbl, NPEAYCMaTPUBAIOIIMX AaBTOMATHYECKYIO NPOBEPKY (haiiios,
[Tonp30BaTenb 00s13aH OCYIIECTBIATh NPOBEPKY (HAiIOB MOJIy4aEMBbIX:

- 10 3JIEKTPOHHOMU I1OYTE;
- yepes ceTb MHTepHerT;



— Ha MarHUTHOM, ONITHYECKOM JIUCKE, (PJIeII—HAKOIUTEE;

— WHOM ChbEMHOM HOCHUTENIe HH(POpPMAIIUK;

— MOJTYYEHHbIE UHBIM CTIOCOOOM.

6.2. Ilepen OTKpbITHEM BJIOKEHHS (CCHUIOK) yOEIUTHCS B TOM, YTO
OTTIPABUTENh JEHCTBUTEIHLHO TOCJAl BaM 3TOT daij, Jake ecld OH Hu
JOJIKEH ObUT 3TO cAenath. [l03BOHUTH eMy, He IOBEPSATh UMEHHU OTIIPABUTENS
¥ YKa3aHHBIM B TEKCT€ NHChMa HOMepaMm TenedOHOB, a TaKXKe JIUIaM,
MO3BOHUBIIIMM BaM CaMOCTOSATEIHHO C MPOCHOON OTKPHITH (halliibl U MPOUTH
10 CChUIKaM.

6.3. Iloab3oBaTenio 3ampeniaercs:

6.3.1. OcymiecTBiATh JICUCTBUSA, HAINPABJICHHBIE HAa BBIKIIOUCHHUE
AHTUBUPYCHOMU MPOTrPaAMMBL.

6.3.2. CamocTOsITETILHO  ycTaHaBiWBaTh Ha APM  mnporpammuoe
o0ecrieueHue.

6.3.3. 3amyckath (aiiabl, TOJyYECHHBIE 10 CETSIM CBSI3U (IEKTPOHHOM
noure, HTepHET), CO ChEMHBIX HOCUTENEH, JAaKe €CM OHM TOJYyYEeHBI OT
IPOBEPEHHOTO ajpecara, 0e3 MpeaBapUTEIIbHON UX MPOBEPKU aHTHBUPYCHOMN
IIPOrPAMMOM.

6.3.4. Ilpy BO3HUKHOBEHUH IOJO3PEHHS] Ha HAIMYKUE KOMIIBIOTEPHOIO
BUpyca (HeTunu4uHas paboTa mporpamMMm, TMOSABICHHE Tpaduueckux u
3BYKOBBIX 3(PEKTOB, HMCKaXKEHUI IaHHBIX, MpomnaaaHue ¢aiioB, 4vacToe
MOSIBJICHUE COOOIIEHWM O CHCTeMHBIX omnOkax ©u T.m.) Ilomp3oBarens
CaMOCTOAATEILHO WJM BMECTE€ C OTBETCTBEHHBIM (AJIMHHHUCTPATOPOM
0€30MacHOCTH) JOJIKEH MPOBECTH BHEOYEPETHON AHTUBUPYCHBIA KOHTPOJb
CBOEro pabovero Mecra.

6.3.5. B cnydyae oOHapyxeHHs TpU MPOBEACHUH AHTUBUPYCHOU
IPOBEPKH BUPYCHOTO 3apaxeHus [lonp3oBaTenu 00s3aHbI:

- MPUOCTAHOBUTH PaboTYy;

- HEME/UICHHO TMOCTaBUTh B M3BECTHOCTh O (hakTe OOHApYKEHUS
BUPYCHOTO 3apaKeHUsI OTBETCTBEHHOT0 (A IMUHUCTpaTOpa 0€30MacHOCTH);

- COBMECTHO C BIAJETBIEM 3apaXEHHBIX BHUPYcOM (¢aiiioB
IIPOBECTH aHATIU3 HEOOXOAUMOCTH JIaJIbHEHIIIEr0 X UCIOIb30BAHMUS;

— IIPOBECTH JICUEHUE UJIM YHUUTOKEHUE 3apaKEHHbIX (aiiiIoB.

7. Ilopsinok padorsl B UCIIAH u cetu UnTEpHET

7.1. Iloakarwuyenue k UCII/{n n cetu UnTepHeT

7.2. Uenbto pabotel Ilons3zoBarens B UCIIJn u cerm MuTepner
aBisgerca cOop, o0paboTka, XpaHEHHE NEPCOHAIbHBIX JIAHHBIX, OOMEH
AJIEKTPOHHBIMU COOOIICHUSMU B CITYKEOHBIX LENSIX.

7.2.1. Joctyn x WCIIln wu ceru HWMuTepHeT mnpeaocTaBisercs
[Tonb3oBaTensiM TONBKO B TOM Cllydae, €CIM JTO HE MPOTUBOPEUUT
TpeOoBaHMsIM  HacTosimie MWHCTpYyKIMM W WHBIMA ~ HOPMATHUBHBIMH
JIOKyMEHTaMH B 00JIaCTH 3alIUThI HH(OpMAIUH.

7.2.2. Joctyn nonws3oBarens Kk UCITJIH ams o6paboTK nepcOHaIbHbIX
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JAHHBIX MPOU3BOJUTCS TOJIBKO C pabO4YMX MECT, Ha KOTOPBIX YCTAHOBJIEHBI
CpeJICTBA 3aIUTHl HH(OPMAIIIH.

7.2.3. OcHoBanueM M noakimroueHus corpynauka MJIOVY «Jlerckui
can Ne55» x UCIIIH u cetn MHTEpHET sBisieTCS MOTHMBHUPOBAHHAs 3asiBKa
OTBETCTBEHHOMY 3a OpraHu3aluio OoOpaOOTKH MEPCOHAIBbHBIX JaHHBIX OT
HEIMocpeACTBeHHOro pykoBoauTens [lonp3oBaTens ¢ yka3aHHEM MOJTHOMOYHMA
JOCTYMAa K TAKUM PECYPCAM U CEPBUCAM.

7.2.4. OTBETCTBEHHbII 3a OpraHu3aluilo 00pabOTKM MEPCOHATBHBIX
JAHHBIX, JUOO COTPYIAHUK, BBIMOJHIIONMNA €ero (GyHKIUU, OPraHu3yeT
noakmouenne Kk MCII[An wnm  cetm HWHTepHET TmoNb30BaTenel B
YCTAHOBJIEHHOM TMOPSJKE, OCYIIECTBIISIET KOHTPOJIb HaJ HCIOJIb30BAHUEM
JAHHBIX PECYPCOB U CEPBUCOB.

7.2.5. Ilocne BBINMONHEHUS 3aJaHUsl OTBETCTBEHHBIM 3a OpPraHU3aLUIO
00pabOTKH MEPCOHANBHBIX JIAHHBIX COOOIIAET MOJIB30BATEN0 O BHITIOJHEHUU
3asBKH.

7.2.6. OcHOBaHueM JJid OTKJIrOUeHHs moyib3oBaTens oT MCIIH u cetu
WHTEpHET SIBISIIOTCS CIENYIOINUE COOBITHS:

— HapyIICHUE WHCTPYKIUM M WHBIX JIOKAJbHBIX HOPMAaTUBHBIX
aKTOB B 00JIaCTH 3aIUTH HHGOPMAIIHH;

- yBonbHeHue [lonb3oBarens, mbOO TmepeBoj €ro B JApyroe
NOJIpa3/ACIICHUE.

7.3. Tlopsinok padorsl B ceTu UHTEpHET

7.3.1. Ucnions3oBanue corpynnukamu MJIOY «Jlerckuit cag NeS5y
cetu MHTEepHET AOHKHO OCYIIECTBIIATHCS MCKIIOUUTEIBHO JJIS BBIIOJTHEHUS
JOJIKHOCTHBIX 00S3aHHOCTEH.

7.3.2. Uudopmariusi, oOpazoBaHHas (oOpasyromiasics) B TIpoliecce
TpynoBoil aestenbHOocTH paboTHuka MOV «Jlerckuit cam Ne55» sBrsercs
coocrBeHHocTthi0 MJIOY  «Jlerckuii cam Ne55» ®W  HEe IOJICKUT
UCIIOJIb30BAaHUIO (B TOM YMCJI€ MCIOJIb30BAHMIO B ceTH WHTEpHET uiau ¢
NOMOIIEI0 ceTu IHTepHeT) B JIMUHBIX HENsAX U (MJIK) B KOPBICTHBIX MHTEpEcax
JOpYrux Jull (Opranu3anui).

7.3.3. Ilpu npoBeneHNr TEXHUYECKUX PaboT, CBSI3aHHBIX C HACTPOMKOM
o0opynaoBaHusi (KOMMYHUKAIIMOHHOE 00OpyJIOBaHUE, IPOKCU-CEPBEPA,
MapmipyTH3aToOpel W  T.aL); B  cllydae  OOHApYXCHHS  TOIBITOK
HECAHKIIMOHUPOBAaHHOIO JocTyna K Murepuer-uuio3y, APM Ilonb3oBareneit
MOXET MPOBOAUTHCS BpeMEHHOE OTKIroueHue I[losb3oBareneir oT cepBUCOB
cetu HWutepHer (B ciywyae 1aHoBoro otkiatoueHust Ilonb3oBarenu
YBEIOMJISIFOTCSL 00 3TOM 3a0JIarOBPEMEHHO).

7.3.4. Bca undopmarusi 0 pecypcax, MOCEHAeMbIX COTPYAHUKAMH
MOV «Jlerckuit cag Ne55», mpoToKoIupyercs M, MPU HEOOXOAMMOCTH,
MOeT ObITh npepocTaBieHa aamMuHUcTpaunn MJIOY «J/lerckmii cag Ne55»
JUISl I€TAIBbHOTO M3YYEHUSI U MPUHITUS PEUICHUS] O MepaxX JUCIUIUIMHAPHON
OTBETCTBEHHOCTH.

7.3.5. Ilpu pabore B cetn UnTeprer [lomp3oBarensMm 3ampemiaeTcs:
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- YMBILUIEHHOE PpAaclpOCTPAaHEHWE M TOJYyYEHHE MAaTepuaIoB
B/u3 ceru HHTEepHET, NPOTHUBOpEHAIUX 3aKOHOIATENLCTBY Poccuiickoit
®denepauuy, B TOM 4YHCIE MATEPUAJIOB, MPONAraHAUPYIOUUX HACUIME WM
DKCTPEMU3M; PA3KUTAIOLNIMX PACOBYIO, HALIMOHAIBHYIO WJIN PEIUTHO3HYIO
BpaX1y; Pa3bACHAIONIMX TMOPSJOK HW3TOTOBJICHUS W/WIM TPUMEHEHUS
HAapKOTHKOB, B3pBIBUYATHIX BELIECTB, OPYXUA M T. IL; MaTepHUaTIOB
nopHOTpaUUecKoro XapakTepa; KOMIBIOTEPHBIX BHUPYCOB U JIPYTUX
BPEIOHOCHBIX MTPOrPAMM;

- nepenaBatb B ceTb MHTepHeT HHpOpMalMiO, K KOTOPOH B
COOTBETCTBUM C 3aKOHOJATEIbCTBOM OrpPaHUYEH JOCTYIl (IEPCOHAJIBHBIE
JaHHbIE, cIykeOHast nH(popmanus) 6e3 COOTBETCTBYIOIIETO pa3pelICHUs;

- danscudunuponars IP-agpec, MAC-agpec, wuHBIE ajapeca,
UCIIOJIb3YEMbIE€ B CETEBBIX MPOTOKOJAX, a TAKXKE MPOUYyI0 MH(GOPMALIUIO MIPU
nepenaye JaHHbIX yepe3 ceTb HTepHeT.

- NPEIOCTaBIATh JOCTYNl B ceTb VHTepHET co cBoeil paboueii
CTaHIIMU KOMY-JTMOO, B TOM 4YHCII€ IPOrPaMMHO-TEXHHUUYECKUMHU CIIOCOOaMU
yepe3 JIOKAIbHYI0 BbIMUCIUTENBHYIO ceThb MOV «Jlerckuii cam NeS5y
(HampuMep:  MyTEM  HECAHKIIMOHMPOBAHHOM  YCTAHOBKM  JIOKAJIbHOTO
HNHTepHeT-1UTI03a HA pabouee MeCTo);

- nojlydyatrb J0CTyn K cetu MHTepHeT moObIMU crioco0aMu, He
PEeTyCMOTPEHHBIMU JEHUCTBYIOLTUMU JIOKATbHBIMU JIOKyMEHTaMHU
(Muctpykuusamu, [paBunamu, Permamentamu MJIOVY «/lerckuii cax No55»);

- OCYUIECTBJIATh HECAHKLIMOHUPOBAHHBIA JIOCTYN K pecypcaM M
cepBucaMm cetu HTEpHET.

— BBINIOJIHATE JiedicTBUs (B37IoM, DoOS (0TKa3 B 0OOCITYKHMBaHHH),
ARP-spoofing aTtaku, CKaHMpOBaHHE JIOKAJIbHOW BBIYUCIUTEIBHOU CETH)
HalpaBJICHHbIE Ha HapylleHWe (DYHKIIMOHUPOBAHUS DJJIEMEHTOB CETH
WHTepHer (KOMMYHUKAILIMOHHOTO OOOpYAOBaHHUS, CEpPBEPOB, pabouux
CTaHIUH, TPOrPAMMHOT'0 00ECTICUCHHUS ).

7.4. IlpaBuaa padorsl [osb30Bartelieil ¢ 3J1eKTPOHHOM NMOYTOM:

7.4.1. Ilonp30Barenu 0O0A3aHBl HCIOJIB30BATH JSJIEKTPOHHYIO IMOYTY
TOJIBKO JJIsI BEITIOJIHEHUS CITY>KEOHBIX 00sI3aHHOCTEH.

7.4.2. 3anpeniaeTcss OTHPaBIATH (AMIIbI, copepKallue MepcoHaIbHbIC
JTaHHBIE B OTKPHITOM BHU/Ie (HE 3ammppoBaHHEIE).

7.4.3. 3anperaercss MacCcoBas pacCchlliKa MOYTOBBIX cO0O0IIeHUM (Ooee
100) BHemIHUM aApecaTam O€3 COryiacoBaHUs C PYKOBOJCTBOM (CIiama).

7.4.4. 3anpeniaercss MCHOAB30BaTh HE CBOM OOpaTHBIM ajpec mpH
OTIIPaBKE 3JIEKTPOHHOM IMOYTHI.

7.4.5. 3anpenaercss OTOPABIATH MO 3JIEKTPOHHOW MOYTE HCIIOJIHIEMBbIE
daiinel (00BIYHO UMEIOT pACIIMPEHHs exe, com, bat, js, vbs u T.1.). B ciydae
HEOOXOAMMOCTH OTIpPaBKU Takux ¢ailyioB, HoMenaTh HX B apXWUB U
YCTaHOBUTH MapOJib.

7.4.6. Ilpucoeaunsiemple (ailsibl pEKOMEHAYETCS YIIAaKOBBIBAaTh B apXUB
IIPY IOMOILH POTrpaMM-apXHUBaTOPOB.

7.4."7. KopnopaTuBHbBIE PEKOMEHIALMMU HMCIOIb30BAHUS SJIECKTPOHHOMU
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MMOYTHI:

- Bbl 1OJOKHBI OKa3blBaTh TO K€ YBAXXEHWE, YTO M NPU YCTHOM
OOIIEHNH.

- Bbl 10JDKHBI TPOBEPATH MPABOIMKUCAHUE, TPAMMATUKY U JIBAXKIbI
MePEYUTHIBATh CBOE COOOIICHUE TIepe ] OTIPABICHUEM.

- Bel He JOMKHBI y4acTBOBAaTh B  PAaCChUIKE IIOCIAHUH,
MepechlylaéMbIX I10 IIeMoYyke (yalle BCEro 3TO MHUCbMa PEIMTHO3HO-
MUCTHUYECKOT 0, Pa3BJICKATEILHOTO COACPKAHMS).

- Bbl He MODKHBI IO COOCTBEHHOW WHUIIMATHBE TEPEChUIaTh IO
IPOM3BOJIBEHBIM aj[pecaM He3aTpeOOBaHHYIO HH(POPMAITHIO.

- Bbl HEe JOMKHBI pacchbulaTh COOOIIEHHS, KOTOPBIE SIBIISIOTCS
3JIOBPEAHBIMHU, Pa3APAXKAOINMMA WIH COAEPKAINIMMHU  YIrpO3bl JIPYTUM
MMOJIb30BATEIISIM.

— Bel  He  JODKHBI  OTHPABIISITh  HUKAKUX  COOOIICHHI
MPOTHUBO3aKOHHOT'O WJIM HEATUYHOTO COAEPKAHMUS.

- Bbl JOJKHBI MMOMHUTH, YTO 3JEKTPOHHOE MOCIAHUE SIBJISIETCS
SKBHUBAJIEHTOM IIOYTOBOM OTKPBITKM M HE JOMKHO HCHOJIb30BAThCS JJIs
MEPEChUIKM TEPCOHAIBHBIX JaHHBIX 0€3 HCIOJIb30BaHUS CPEACTB 3aIUTHI
(mudpoBanue).

- Bel  He  JOMKHBI  HMCIIOJB30BATh  IIMPOKOBEUIATEIIHHBIC
BO3MOXXHOCTH 3JIEKTPOHHOM MOYTHI 32 HMCKIIOYEHUEM BBIMYCKA YMECTHBIX
00BSIBIIEHHUIA.

- Bbl HE OMKHBI KMCHOJIB30BaTh KOPIOPATHBHYIO 3JICKTPOHHYIO
MOYTY JIJISI TOCJIAHUM JIMYHOTO XapakTepa.

- Bbl  JOMKHBI HEYKOCHHTENHHO  COOJIOJATh MpaBWila U
WHCTPYKIIMM W TIOMOTaTh aJMHUHUCTpAaTOpaM OOpOTHCS € HaPYHIUTEISIMH
MTPaBUII.

8. Topsaaok padoTbl €O CbeMHBIMH HOCHTEJISIMH HH(OPMALHHT

8.1. Tlom wucnonp3zoBanueM Hocutenet uHpopmamuu B HWCII/IH
MIOVY  «/lerckuii camx Ne55» mnoHuMaercs HUX HOOAKIIOYEHHE K
unppactpykrype MHWCIIJlH ¢ nenpto o0paboTku, npuema/mepenadu
uHQopMaMu  MeXJay HWHOOPMAIIMOHHBIMM CHUCTEMaMH W  HOCHUTEISIMH
uH(pOpMaITIH.

8.2. Jlomyckaercsi HCIIOJIb30BAaHUE TOJIBKO YUYTEHHBIX HOCHUTENEen
uH(pOopMaIKi, KOTOpble ABIAIOTCS coOcTBeHHOCThI0O MJIOY «/lerckuit can
No55» u moaBepraroTcs peryinsipHOd peBU3UU U KOHTPOJIIO.

8.3. Yuer wu BbJAYy CBEMHBIX HOcUTelned  HHGOpMAIUU
OCYIIECTBJISIET JIMIO, OTBETCTBEHHOE 3a OpraHu3amuio  00paboTKu
NEPCOHAIBHBIX JaHHbIX. DaKT BbIAAYM HOCUTENS (DUKCUPYETCA B KypHaje
ydeTa MalluHHBIX HOCUTENeH nH(OpMaluH.

8.4. Ecmm goctyn k HWMCII[IH npousBoaUTCS TpU MNOMOILIU
nepcoHanbHBIX uueHTUukaTopoB (eToken, Rutoken, nap.), To dakr
MOJTYYCHHSI M CIIaYu JTAHHBIX HICHTH(PUKATOPOB 0053aTeIbHO (UKCHPYETCS
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OTBETCTBEHHBIM 32 OpraHU3alMI0 OO0pabOTKH MEPCOHATBHBIX NAaHHBIX, B
COOTBETCTBYIOIIUX KypHaIax.

8.5. BO03MOXHOCTH MOAKIIOYEHUSI HOCUTENEH MHPOPMAILIMH, a TaKXKe
MOJy4eHHE  YYTEHHBIX  HOCHUTENed  UH(pOpMAllMM  MPEAOCTaBISIOTCS
[Tonp3oBarenssm no uHunUatuBe agMmuHuctpanuu MJIOY «/lerckuii capn
Ne55» B cnyqasx:

— HEOOXOJIUMOCTH BBIMIOJTHEHUS BHOBb MPHUHSATHIM PaOOTHUKOM
CBOUX JIOJDKHOCTHBIX 00S13aHHOCTEI;

— BO3HUKHOBeHUs y [lonb30Barens cimyxe0HON HEOOXOJUMOCTH.

8.6. Ilpu ucnonb3oBaHUM HOCcUTENEH MH(MOPMAITMN HEOOXOTUMO:

— UCIOJIb30BaTh HOCHUTENHU HMH(POPMALUA HCKIIOYUTEIBHO IS
BBIIIOJIHEHUSI CBOUX CIIYKEOHBIX 00s3aHHOCTEN;

- OepeXHO OTHOCUTCS K HOCUTEJISIM NIEPCOHAIBHBIX TAaHHBIX.

- o0ecrieynBaTh bu3nUecKyIo 0€30MacHOCTb HOCHUTETEH
uH(pOpMaIIMU BCEMU Pa3yMHBIMH CIIOCO0AMU;

- U3BEIIATh OTBETCTBEHHOMY 3a OpraHu3auuilo  o00paboTKu
NEePCOHAIBHBIX JAHHBIX O (PaKTax yTpaThl (Kpaxku) HOCUTENEeH HH(POPMALIHH.

8.7. 1llpm UCHONB30BAHUM HOCUTEIEH TEPCOHAIBHBIX JAHHBIX
3anpenieHo:

- UCIOJIb30BaTh HOCHUTENM TMEPCOHANIbHBIX JAHHBIX B JIUYHBIX
LEeNsX;

- nepenaBaTh HOCUTEIU NEPCOHATBHBIX JIAHHBIX IPYTUM JIHIaM (3a
UCKJIIOUYEHUEM aJIMUHUCTPATOPOB);

— XpPaHUTh CHEMHBIE HOCUTEIM C MEPCOHATBHBIMU JAaHHBIMH Ha
pabouux cronax, JIUOO OCTaBJIATh MX 0€3 NMPUCMOTpa WIM TepeaaBaTh Ha
XpaHEHHE IPYTUM JIUIIAM;

— BBIHOCUTh ChEMHBIE HOCUTEIU C MEPCOHATBHBIMHU JaHHBIMU W3
CITyEOHBIX TTOMEIIEHUI SISl pa0OThl C HUMU Ha JIOMY H T. 1.

8.8. Jlioboe  B3ammopeiictBue  (oOpaboTka,  mpuem/mepenaua
uHpopMalun) uHULIMKUpoBaHHOE [lomp3oBaTenemM Mexay HWH(DOPMAIMOHHON
CUCTEMOM M HEYYTCHHbIMH (JUYHBIMH) HOCUTEISIMU  HH(OpMaIuu,
paccMaTpHUBaeTCsl KaK HECAHKIIMOHMPOBAHHOE (32 HCKIIOUEHHEM CIy4aeB
OTOBOPEHHBIX C aJMUHUCTpaTopamu 3apaHee). OTBETCTBEHHBIM 3a
OopraHu3aluio o0pabOTKH MEPCOHATBHBIX JAHHBIX C MPUBICYEHUEM TOMOUIU
(ecmm  HeoOxomumo) corpyauukoB I'BY PecnyOommku Komu «IIBH» Ha
ocHoBanuu CorjameHus OCTaBisgeT 3a cOo0OM TpaBO OJIOKUPOBATH WIIU
OrpaHUYMBaTh UCIIOJIb30BaHUE HOCUTENEN MH(OpMALUK.

8.9. Hudopmanms o6 wucrmonp3oBanuu I[logb30BaTensiMu HOCHTEIICH
uHpopMalii B HHPOPMALMOHHBIX CHUCTEMax MPOTOKOJHMPYETCS U, IpHU
HEOOXOAMMOCTH, MOXKET OBITh MPEIOCTABIEHA PYKOBOJIUTENIAM CTPYKTYPHBIX
noJipa3/ielieHUH, a TaKXKe 3aBEYIOIIEMY.

8.10. B cnydae BbIsiBICHUS (PAKTOB HECAHKIIMOHUPOBAHHOTO W/WIIH
HEIEJICBOTO  HCIIOJIB30BAHUM HOCHUTENeW WHGOpPMAIM  HUHUIIUHPYETCS
ciyxeOHasi TpoOBEepKa, MpPOBOAMMAs  KOMHUCCHUEW, COCTaB  KOTOpPOH
OIpeNeNsieTcs] OTBETCTBEHHBIM 33 OpPraHM3alui0 O0pabOTKH MEepCOHATbHBIX
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naHHbIX. [lo ¢akTy BBISICHEHHBIX OOCTOSITENILCTB COCTaBIISACTCS —aKT
paccieqoBaHUsl MHLUUJCHTA U MEpENaeTcsa 3aBeAYIOIIEMY ISl IPUHATUS MEp
COTJIACHO JIOKAIbHBIM HOpMaTtuBHBIM akTam MJIOY «Jlerckuii cag NeSS5» u
JEACTBYIOIIEMY 3aKOHOATENLCTBY PO.

8.11. IIpu oTnpaBke Win nepeaave MepCOHaNbHBIX JAHHBIX agpecaTaM
Ha CbEMHBIC HOCUTEJM 3aMKMCBHIBAIOTCS TOJBKO MpPEIHA3HAYEHHBIE aJpecaTaM
JAHHBIE.

8.12. BbIHOC CBEMHBIX HOCHUTEIEH TMEPCOHAIBHBIX JAHHBIX JJIS
HEIIOCPEICTBEHHOM Mepefayd  ajapecary  OCYIIECTBISETCS  TOJNBKO C
MMCHbMEHHOTO Pa3pelICHUs] PYKOBOJUTEIISI CTPYKTYPHOI'O OAPA3IECTICHUS.

8.13. CbeMHBIE HOCUTENIM MEPCOHAIBHBIX JAHHBIX, MPUIIEAIINE B
HErOJIHOCTh, WJIM  OTCIIY)KMBIIHE YCTAaHOBJIEHHBIM CpOK, MOIJIEXKAT
YHAUYTOXECHUIO. YHHUUYTOKEHUE CBHEMHBIX HOCUTEIIEM C NEPCOHAIbHBIMU
JAHHBIMU OCYILECTBIIIETCA KOMHMCCHEH, COCTaB KOTOPOM ONIPEAEIACTCS
OTBETCTBEHHBIM 3a OpTraHu3aluio O00pabOTKU TEpPCOHANBHBIX AaHHBIX. [lo
pe3yJibTaTaM YHUYTOKEHUS HOCUTEIIEH COCTABIISETCS aKT.

8.14. B cnyuae yBONbHEHHsS WM TMepeBoja pabOTHUKAa B JApPyroe
CTPYKTYPHOE NOAPA3JICICHUE, MPEIOCTABICHHBIE HOCHUTENIHN MEPCOHATBHBIX
JAHHBIX M3bIMAIOTCA W JIENIAIOTCA COOTBETCTBYIOLIME IMOMETKM B JKypHaje
y4eTa MAIIMHHBIX HOCUTEIICH.

9. IlpaBa nmosab3oBaTeJis

9.1. Hcnonw3oBate MCIIIn MJIOY «Jerckmuit cam NeS5» mis
BBITIOJTHEHUS TOJPKHOCTHBIX 00S3aHHOCTEH.

9.2. OOpamarbcsi K OTBETCTBEHHOMY 3a OpraHHU3alui0 00padoTKH
NEPCOHANBHBIX JAHHBIX IS KOHCYJbTAllM IO TMOBOJY HCHOJIb30BaHUS
nporpaMMHoro odecrneuenuss 1 APM, Borpocam 00paGOTKH MEPCOHATBLHBIX
JTAHHBIX.

9.3. HampaBiith nOpeMIOKEHUS MO YCTaHOBKE HOBBIX BEpCHIl
CYIIECTBYIOIIET0  MporpaMMHOro  oOecreueHuss (C  0OOCHOBaHHEM
HEO0OXOIMMOCTH 3aMEHBI CTAPBIX BEPCHI HA HOBHIE).

9.4. Hanpapnarhe npemiokKeHUsT MO MOJEPHU3AIMHU MPOTPAMMHOIO
obOecnieuenusi, pazpadareiBaemoro B MJIOVY «Jlerckuit cag NoS5S5» wmim 1o
3akazy MOV «/lerckuii cam NeS5y.

9.5. HampaBnite m0pemAJIOKEHUS MO YCTAaHOBKE HOBOTo (a Takxke
JOTIOJIHUTENIBHOT0) MPOrPaMMHOro oOecreueHus (C  yKa3aHUeM Lelu
UCIOJIb30BaHUS, IPEUMYIIECTB Mepe/l CYIIECTBYIONIMMHU aHAJIOTaMu).

9.6. Hampansts npennoxeHus: no moaepuusanuu APM (3ameHbl Ha
HOBBIC aHAJIOTH), C O0s3aTeNbHBIM OOOCHOBAaHHMEM 3aMEHBl U YKa3aHUEM
MPEUMYIIECTB Mepe/] CYIIECTBYIOIIMMHI aHATOTaMH.

9.7. TlomyyaTb KOHCYJIbTAlMM W PA3bSICHEHUS II0 HOPMATHUBHBIM

JIOKYMEHTaM, PEerjIaMeHTUPYIOIIUM paldoTy C MEepCOHAJbLHBIMU JIAaHHBIMU B
MJIOV «/lerckuii cam NeS5».
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10. OTBeTCTBEHHOCTH

10.1. Ilonb30Barenb HECET MEPCOHANBHYID OTBETCTBEHHOCTH 33 CBOM
neicTBUs win 0e37eiiCTBrEe, KOTOPhIe MOT'YT TIOBJIEYB 32 COOOM pa3rianieHue
NIEPCOHAIBHBIX  JAHHBIX, a TaKXe 3a HapyLIeHHE HOPMAJIBHOIO
dbyakiuonupoBaruss  WCII[lH wim WX OTACITBHBIX  KOMIIOHEHTOB,
HECAaHKIIMOHUPOBAHHBIM  J1OCTYynm K HWH(OpManum B COOTBETCTBUE C
3aKoHOmaTenbCTBOM Pocceniickort denepanny U JIOKAIbHBIMU HOPMAaTUBHBIMHU
aktamMu MJIOVY «/lerckuii cag No55».
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